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‣ ssh: keystrokes are sent as separate packets.
‣ Packet timing ↔ keystroke timing ↔ typed letters
‣ Packet-sniffing eavesdropper can acquire information about 

typed characters (e.g. passwords).

                        [Song, Wagner, and Tian ’01]
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‣ Side channel: a mechanism that conveys information 
inadvertently  

‣ Examples: 
‣ Packet-timing based: 

‣ typed characters (ssh) [Song et al. ’01] 
‣ routing [Chaum ’81] 
‣ spoken phrases (VoIP) [Wright et al. ’08] 

‣ RSA decryption time [Kocher ’96] 
‣ Cache/memory contention [Ferraiuolo et al. ’16] 
‣ CPU power consumption [Kocher et al. ’99] 

Given RVs X and Y, how much does Y leak about X?
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‣ Mutual information (or equivocation) between X and Y
‣ Eavesdroppers expected distortion in reproducing X
‣ Probability of (approximately) guessing X
‣ Expected number of guesses to guess X correctly
‣ Maximal correlation between X and Y
‣ k-correlation between X and Y
‣ Cryptographic advantage
‣ Entropic security
‣ (Local) differential privacy
‣ ...

!7
Wagner and Eckhoff (’15):  81 metrics
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randomized function of X called U.

!8

3. The eavesdropper wants to guess, and we want to 
prevent the eavesdropper from guessing, U.

4. The distribution PU|X(u|x) is unknown to us (but 
known to the eavesdropper)

(U,X) joint 
distribution is 
complicated; 
“future-proof”

2. The eavesdropper observes Y.
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Def (Issa-Kamath-Wagner):  Given PXY, the maximal 
leakage from X to Y is 

[not evidently computable; Carathéodory?]

X YU
[sensitive info] [nominal  

process]
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process]

$$Markov  
chain:
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Maximal Leakage

Theorem (Issa-Kamath-Wagner): For any joint 
distribution PXY on finite alphabets

!10

= ��(X;Y) [Sibson MI of order ∞]

L(X! Y) = log
X

y2Y
m�x
�2X :

PX(�)>0

PY |X(y|�)

[depends on PX only through its support]
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“shattering”

PX PXU

L(X! Y) = s�p
U$X$Y

log
s�p�̃(·) Pr(U = �̃(Y))

s�p�̃ Pr(U = �̃)

[U is uniform and s.t. X is a deterministic function of U]



Upper Bound

!12

X

y2Y
PY (y)m�x

�2U
PU|Y(�|y)

=
X

y2Y
m�x
�2U

PUY(�, y)

=
X

y2Y
m�x
�2U

X

�2X
PX(�)PU|X(�|�)PY |X(y|�)


X

y2Y
m�x
�2U

X

�2X
PX(�)PU|X(�|�)m�x

�02X
PY |X(y|�0)

=
X

y2Y

Å
m�x
�02X

PY |X(y|�0)
ã
m�x
�2U

X

�2X
PX(�)PU|X(�|�)

=
X

y2Y
m�x
�2X

PY |X(y|�)m�x
�2U

PU(�).
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Corollary: For any joint distribution PXY on finite 
alphabets
‣ Data processing inequality: If                    then

‣ Self-leakage

‣ Cardinality bound

Properties of Max. Leakage

!14

L(X!Z) min{L(X!Y),L(Y!Z)}
X$ Y$Z

L(X!X) = log |{� : PX(�) > 0}|

L(X!Y) min{log |X |, log |Y |}
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‣ Independence:                    iff X and Y are indep.
‣ Asymmetry:                               in general. 
‣ Additivity: if                  are independent over i

‣ Convexity:                        is convex in 
‣ Maximal leakage upper bounds mutual info.

Properties of Max. Leakage

!15

L(X!Y) = 0

L(X!Y) 6= L(Y!X)
(X�, Y�)n�=1

exp(L(X!Y)) PY |X

L(Xn!Yn) =
nX

�=1
L(X�!Y�)

L(X! Y) � �(X;Y) =
X

�,y
p(�, y) log

p(�, y)

p(�)p(y)
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Variations and Extensions
‣ Multiple guesses 
‣ Approximate guesses 
‣ General gains 
‣ Opportunistic choice of U 
‣ Conditional version 
‣ Formula for general measure spaces 
‣ Guessing X itself
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Extension: Multiple Guesses
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Def (Issa-Kamath-Wagner):  For any positive integer k,

Theorem (Issa-Kamath-Wagner):  If X and Y are 
discrete then for any positive integer k,

Lk(X! Y) = L1(X! Y) = L(X! Y).

Lk(X! Y) = s�p
U$X$Y

log
s�p�̃1(·),...,�̃k(·) P([�{U = �̃�(Y)})

s�p�̃1,...,�̃k P([�{U = �̃�})



Conditional Form

!18

Definition: The conditional maximal leakage from 
X to Y given Z is

L(X! Y |Z) = s�p
U$X$Y |Z

log
s�p�̃(·,·) Pr(U = �̃(Y,Z))

s�p�̃(·) Pr(U = �̃(Z))
<latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit>



Conditional Form

!18

Definition: The conditional maximal leakage from 
X to Y given Z is

L(X! Y |Z) = s�p
U$X$Y |Z

log
s�p�̃(·,·) Pr(U = �̃(Y,Z))

s�p�̃(·) Pr(U = �̃(Z))
<latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit>

vs. U$X$ (Y,Z)
<latexit sha1_base64="ph01F2UH8qM+NIyUvsKlKSgNz4c=">AAACK3icdVDJSgNBEO2Je9yiHr00JkIEGWZy0aPoxWMEs2gSQk+nJmnSs9BdEwkhv+Ff+Ade9Qc8KR71P+wsgjH6oOnHe1VU1fNiKTQ6zquVWlhcWl5ZXUuvb2xubWd2dss6ShSHEo9kpKoe0yBFCCUUKKEaK2CBJ6HidS9GfqUHSosovMZ+DI2AtUPhC87QSM2M09N2neZKtC7BRyXaHWRKRXe0Oqfkb45vj3LNTNaxC84IdJ649vh3smSKYjPzUW9FPAkgRC6Z1jXXibExYAoFlzBM1xMNMeNd1oaaoSELQDcG48uG9NAoLepHyrwQ6Vj92TFggdb9wDOVAcOO/u2NxL+8WoL+aWMgwjhBCPlkkJ9IihEdxURbQgFH2TeEcSXMrpR3mGIcTZizUxT0hmkTy/ft9H9SLtiuY7tXhezZ+TSgVbJPDkieuOSEnJFLUiQlwsk9eSRP5Nl6sF6sN+t9Upqypj17ZAbW5xdxu6b4</latexit><latexit sha1_base64="ph01F2UH8qM+NIyUvsKlKSgNz4c=">AAACK3icdVDJSgNBEO2Je9yiHr00JkIEGWZy0aPoxWMEs2gSQk+nJmnSs9BdEwkhv+Ff+Ade9Qc8KR71P+wsgjH6oOnHe1VU1fNiKTQ6zquVWlhcWl5ZXUuvb2xubWd2dss6ShSHEo9kpKoe0yBFCCUUKKEaK2CBJ6HidS9GfqUHSosovMZ+DI2AtUPhC87QSM2M09N2neZKtC7BRyXaHWRKRXe0Oqfkb45vj3LNTNaxC84IdJ649vh3smSKYjPzUW9FPAkgRC6Z1jXXibExYAoFlzBM1xMNMeNd1oaaoSELQDcG48uG9NAoLepHyrwQ6Vj92TFggdb9wDOVAcOO/u2NxL+8WoL+aWMgwjhBCPlkkJ9IihEdxURbQgFH2TeEcSXMrpR3mGIcTZizUxT0hmkTy/ft9H9SLtiuY7tXhezZ+TSgVbJPDkieuOSEnJFLUiQlwsk9eSRP5Nl6sF6sN+t9Upqypj17ZAbW5xdxu6b4</latexit><latexit sha1_base64="ph01F2UH8qM+NIyUvsKlKSgNz4c=">AAACK3icdVDJSgNBEO2Je9yiHr00JkIEGWZy0aPoxWMEs2gSQk+nJmnSs9BdEwkhv+Ff+Ade9Qc8KR71P+wsgjH6oOnHe1VU1fNiKTQ6zquVWlhcWl5ZXUuvb2xubWd2dss6ShSHEo9kpKoe0yBFCCUUKKEaK2CBJ6HidS9GfqUHSosovMZ+DI2AtUPhC87QSM2M09N2neZKtC7BRyXaHWRKRXe0Oqfkb45vj3LNTNaxC84IdJ649vh3smSKYjPzUW9FPAkgRC6Z1jXXibExYAoFlzBM1xMNMeNd1oaaoSELQDcG48uG9NAoLepHyrwQ6Vj92TFggdb9wDOVAcOO/u2NxL+8WoL+aWMgwjhBCPlkkJ9IihEdxURbQgFH2TeEcSXMrpR3mGIcTZizUxT0hmkTy/ft9H9SLtiuY7tXhezZ+TSgVbJPDkieuOSEnJFLUiQlwsk9eSRP5Nl6sF6sN+t9Upqypj17ZAbW5xdxu6b4</latexit><latexit sha1_base64="ph01F2UH8qM+NIyUvsKlKSgNz4c=">AAACK3icdVDJSgNBEO2Je9yiHr00JkIEGWZy0aPoxWMEs2gSQk+nJmnSs9BdEwkhv+Ff+Ade9Qc8KR71P+wsgjH6oOnHe1VU1fNiKTQ6zquVWlhcWl5ZXUuvb2xubWd2dss6ShSHEo9kpKoe0yBFCCUUKKEaK2CBJ6HidS9GfqUHSosovMZ+DI2AtUPhC87QSM2M09N2neZKtC7BRyXaHWRKRXe0Oqfkb45vj3LNTNaxC84IdJ649vh3smSKYjPzUW9FPAkgRC6Z1jXXibExYAoFlzBM1xMNMeNd1oaaoSELQDcG48uG9NAoLepHyrwQ6Vj92TFggdb9wDOVAcOO/u2NxL+8WoL+aWMgwjhBCPlkkJ9IihEdxURbQgFH2TeEcSXMrpR3mGIcTZizUxT0hmkTy/ft9H9SLtiuY7tXhezZ+TSgVbJPDkieuOSEnJFLUiQlwsk9eSRP5Nl6sF6sN+t9Upqypj17ZAbW5xdxu6b4</latexit>



Conditional Form

!18

Definition: The conditional maximal leakage from 
X to Y given Z is

L(X! Y |Z) = s�p
U$X$Y |Z

log
s�p�̃(·,·) Pr(U = �̃(Y,Z))

s�p�̃(·) Pr(U = �̃(Z))
<latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit>



L(X! Y |Z) =m�x
z

L(X! Y |Z = z)
<latexit sha1_base64="xdgyiHgQkyjQf+KhVEAy8dC/4fw="></latexit><latexit sha1_base64="xdgyiHgQkyjQf+KhVEAy8dC/4fw="></latexit><latexit sha1_base64="xdgyiHgQkyjQf+KhVEAy8dC/4fw="></latexit><latexit sha1_base64="xdgyiHgQkyjQf+KhVEAy8dC/4fw="></latexit>

Conditional Form

Theorem (Issa-Wagner): 

!18

Definition: The conditional maximal leakage from 
X to Y given Z is

L(X! Y |Z) = s�p
U$X$Y |Z

log
s�p�̃(·,·) Pr(U = �̃(Y,Z))

s�p�̃(·) Pr(U = �̃(Z))
<latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit><latexit sha1_base64="zddh0fa5QmSxI/kPAYX72JFdTok="></latexit>



Corollary: For any joint distribution PXYZ on finite 
alphabets 
‣ Data processing inequality: If                        then 

‣ Cond. independence:                        iff  

‣ Mutual information:

Properties of Cond. Max. Leakage

!19

X$ Y$V|Z
<latexit sha1_base64="snqsX9dYe1FcszI1aocIv+Ze6ko=">AAACM3icdVDLSgNBEJz1GeMr6tHLYBA9hU0Q1FvQi8cIbhJNQpid9CZDZh/M9EbCmk/wawRP+iGCJ/Hq1bOTh2CMFgxTVHXT3eVGUmi07Rdrbn5hcWk5tZJeXVvf2MxsbZd1GCsODg9lqKou0yBFAA4KlFCNFDDflVBxu+dDv9IDpUUYXGE/gobP2oHwBGdopGbmoErrEjxUot1BplR4S69nlPLdTTOTtXMFewg6S/K50W9nyQSlZuaz3gp57EOAXDKta3k7wkbCFAouYZCuxxoixrusDTVDA+aDbiSjgwZ03ygt6oXKvADpSP3ZkTBf677vmkqfYUf/9obiX14tRu+kkYggihECPh7kxZJiSIfp0JZQwFH2DWFcCbMr5R2mGEeT4fQUBb2pKxLOJB+kTVDfadD/iVPInebyl0fZ4tkksRTZJXvkkOTJMSmSC1IiDuHknjyQJ/JsPVqv1pv1Pi6dsyY9O2QK1scXL3asDw==</latexit><latexit sha1_base64="snqsX9dYe1FcszI1aocIv+Ze6ko=">AAACM3icdVDLSgNBEJz1GeMr6tHLYBA9hU0Q1FvQi8cIbhJNQpid9CZDZh/M9EbCmk/wawRP+iGCJ/Hq1bOTh2CMFgxTVHXT3eVGUmi07Rdrbn5hcWk5tZJeXVvf2MxsbZd1GCsODg9lqKou0yBFAA4KlFCNFDDflVBxu+dDv9IDpUUYXGE/gobP2oHwBGdopGbmoErrEjxUot1BplR4S69nlPLdTTOTtXMFewg6S/K50W9nyQSlZuaz3gp57EOAXDKta3k7wkbCFAouYZCuxxoixrusDTVDA+aDbiSjgwZ03ygt6oXKvADpSP3ZkTBf677vmkqfYUf/9obiX14tRu+kkYggihECPh7kxZJiSIfp0JZQwFH2DWFcCbMr5R2mGEeT4fQUBb2pKxLOJB+kTVDfadD/iVPInebyl0fZ4tkksRTZJXvkkOTJMSmSC1IiDuHknjyQJ/JsPVqv1pv1Pi6dsyY9O2QK1scXL3asDw==</latexit><latexit sha1_base64="snqsX9dYe1FcszI1aocIv+Ze6ko=">AAACM3icdVDLSgNBEJz1GeMr6tHLYBA9hU0Q1FvQi8cIbhJNQpid9CZDZh/M9EbCmk/wawRP+iGCJ/Hq1bOTh2CMFgxTVHXT3eVGUmi07Rdrbn5hcWk5tZJeXVvf2MxsbZd1GCsODg9lqKou0yBFAA4KlFCNFDDflVBxu+dDv9IDpUUYXGE/gobP2oHwBGdopGbmoErrEjxUot1BplR4S69nlPLdTTOTtXMFewg6S/K50W9nyQSlZuaz3gp57EOAXDKta3k7wkbCFAouYZCuxxoixrusDTVDA+aDbiSjgwZ03ygt6oXKvADpSP3ZkTBf677vmkqfYUf/9obiX14tRu+kkYggihECPh7kxZJiSIfp0JZQwFH2DWFcCbMr5R2mGEeT4fQUBb2pKxLOJB+kTVDfadD/iVPInebyl0fZ4tkksRTZJXvkkOTJMSmSC1IiDuHknjyQJ/JsPVqv1pv1Pi6dsyY9O2QK1scXL3asDw==</latexit><latexit sha1_base64="snqsX9dYe1FcszI1aocIv+Ze6ko=">AAACM3icdVDLSgNBEJz1GeMr6tHLYBA9hU0Q1FvQi8cIbhJNQpid9CZDZh/M9EbCmk/wawRP+iGCJ/Hq1bOTh2CMFgxTVHXT3eVGUmi07Rdrbn5hcWk5tZJeXVvf2MxsbZd1GCsODg9lqKou0yBFAA4KlFCNFDDflVBxu+dDv9IDpUUYXGE/gobP2oHwBGdopGbmoErrEjxUot1BplR4S69nlPLdTTOTtXMFewg6S/K50W9nyQSlZuaz3gp57EOAXDKta3k7wkbCFAouYZCuxxoixrusDTVDA+aDbiSjgwZ03ygt6oXKvADpSP3ZkTBf677vmkqfYUf/9obiX14tRu+kkYggihECPh7kxZJiSIfp0JZQwFH2DWFcCbMr5R2mGEeT4fQUBb2pKxLOJB+kTVDfadD/iVPInebyl0fZ4tkksRTZJXvkkOTJMSmSC1IiDuHknjyQJ/JsPVqv1pv1Pi6dsyY9O2QK1scXL3asDw==</latexit>

L(X!V|Z) min{L(X!Y |Z),L(Y!V|Z)}
<latexit sha1_base64="Ltmv6XyRLfGPsN3GlIYS2Vx40ek="></latexit><latexit sha1_base64="Ltmv6XyRLfGPsN3GlIYS2Vx40ek="></latexit><latexit sha1_base64="Ltmv6XyRLfGPsN3GlIYS2Vx40ek="></latexit><latexit sha1_base64="Ltmv6XyRLfGPsN3GlIYS2Vx40ek="></latexit>

L(X!Y |Z) = 0
<latexit sha1_base64="6vT7NBdwpZL9hWteJ5ZP3nuqM3w="></latexit><latexit sha1_base64="6vT7NBdwpZL9hWteJ5ZP3nuqM3w="></latexit><latexit sha1_base64="6vT7NBdwpZL9hWteJ5ZP3nuqM3w="></latexit><latexit sha1_base64="6vT7NBdwpZL9hWteJ5ZP3nuqM3w="></latexit>

X$Z$ Y
<latexit sha1_base64="s/tk7EFmOyR/sOU+YqTXP/gjfbo=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoV6rQpwUclOl1kSkV39HZOuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbMSrKQ==</latexit><latexit sha1_base64="s/tk7EFmOyR/sOU+YqTXP/gjfbo=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoV6rQpwUclOl1kSkV39HZOuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbMSrKQ==</latexit><latexit sha1_base64="s/tk7EFmOyR/sOU+YqTXP/gjfbo=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoV6rQpwUclOl1kSkV39HZOuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbMSrKQ==</latexit><latexit sha1_base64="s/tk7EFmOyR/sOU+YqTXP/gjfbo=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoV6rQpwUclOl1kSkV39HZOuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbMSrKQ==</latexit>

L(X! Y |Z) � �(X;Y |Z)
<latexit sha1_base64="jeWschbihKFftVoRCxPRrHxG7qk="></latexit><latexit sha1_base64="jeWschbihKFftVoRCxPRrHxG7qk="></latexit><latexit sha1_base64="jeWschbihKFftVoRCxPRrHxG7qk="></latexit><latexit sha1_base64="jeWschbihKFftVoRCxPRrHxG7qk="></latexit>



Properties of Cond. Max. Leakage

!20



‣ Conditioning reduces max. leakage: if                                                   
then

Properties of Cond. Max. Leakage

!20

L(X!Y |Z)  L(X!Y)
<latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit><latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit><latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit><latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit>

Z$X$ Y
<latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit>



‣ Conditioning reduces max. leakage: if                                                   
then

‣ Chain rule:

Properties of Cond. Max. Leakage

!20

L(X!(Y,Z))  L(X!Z) + L(X!Y |Z)
<latexit sha1_base64="gvd2u40DvQ6kFQn5mH3QB7TscsY="></latexit><latexit sha1_base64="gvd2u40DvQ6kFQn5mH3QB7TscsY="></latexit><latexit sha1_base64="gvd2u40DvQ6kFQn5mH3QB7TscsY="></latexit><latexit sha1_base64="gvd2u40DvQ6kFQn5mH3QB7TscsY="></latexit>

L(X!Y |Z)  L(X!Y)
<latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit><latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit><latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit><latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit>

Z$X$ Y
<latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit>



‣ Conditioning reduces max. leakage: if                                                   
then

‣ Chain rule:

‣ Composition theorem: if                    then 

Properties of Cond. Max. Leakage

!20

L(X!(Y,Z))  L(X!Z) + L(X!Y |Z)
<latexit sha1_base64="gvd2u40DvQ6kFQn5mH3QB7TscsY="></latexit><latexit sha1_base64="gvd2u40DvQ6kFQn5mH3QB7TscsY="></latexit><latexit sha1_base64="gvd2u40DvQ6kFQn5mH3QB7TscsY="></latexit><latexit sha1_base64="gvd2u40DvQ6kFQn5mH3QB7TscsY="></latexit>

L(X!Y |Z)  L(X!Y)
<latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit><latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit><latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit><latexit sha1_base64="2J9aS+7oQigJiT3jUshC03oJPLk=">AAACT3icfVDLTgIxFO3gC/CFunRTJCawITPERN0R2bhwgYkIyhDSKRdo6DzSdkjIOB/k15i4kh8xrowdwER83aTpyTn35t5znIAzqUxzaqRWVtfWN9KZ7ObW9s5ubm//VvqhoNCgPvdFyyESOPOgoZji0AoEENfh0HRGtURvjkFI5ns3ahJAxyUDj/UZJUpT3VzNdokaUsKjq7jYwnbezmNb+XNw93BfwjYH/G9TqZsrmOWKmRT+Cazy7DcLaFH1bu7V7vk0dMFTlBMp25YZqE5EhGKUQ5y1QwkBoSMygLaGHnFBdqKZ2Rgfa6aH+77Qz1N4xn6diIgr5cR1dGdytfyuJeRvWjtU/bNOxLwgVODR+aJ+yLE2miSHe0wAVXyiAaGC6VsxHRJBqNL5Lm8RMF5yEensaJzVQX2mgf8GjUr5vGxdnxSqF4vE0ugQHaEistApqqJLVEcNRNEjekIvaGo8G2/Ge2rRmjIW4AAtVSrzAS19sM0=</latexit>

Z$X$ Y
<latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit>

Z$X$ Y
<latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit><latexit sha1_base64="9I36HAm3ipmBJsFYGozbfhCEuds=">AAACMXicdVDLSgNBEJz1GeMr6tHLYAh4CpsgqLegF48RXBNNljA76U2GzD6Y6Y2EJV/g1wie9Ev0JF69e3byEIzRgmGKqm66u7xYCo22/WItLC4tr6xm1rLrG5tb27md3WsdJYqDwyMZqbrHNEgRgoMCJdRjBSzwJNS83vnIr/VBaRGFVziIwQ1YJxS+4AyN1MoVbmlTgo9KdLrIlIruaH1OuWnl8naxbI9A50mpOP7tPJmi2sp9NtsRTwIIkUumdaNkx+imTKHgEobZZqIhZrzHOtAwNGQBaDcdnzOkBaO0qR8p80KkY/VnR8oCrQeBZyoDhl392xuJf3mNBP0TNxVhnCCEfDLITyTFiI6yoW2hgKMcGMK4EmZXyrtMMY4mwdkpCvozV6ScST7MmqC+06D/E6dcPC2WLo/ylbNpYhmyTw7IISmRY1IhF6RKHMLJPXkgT+TZerRerTfrfVK6YE179sgMrI8vbOirKQ==</latexit>

L(X!(Y,Z))  L(X!Z) + L(X!Y)
<latexit sha1_base64="E5tsKbL2gjZhUIKHgeHaxISrNXg="></latexit><latexit sha1_base64="E5tsKbL2gjZhUIKHgeHaxISrNXg="></latexit><latexit sha1_base64="E5tsKbL2gjZhUIKHgeHaxISrNXg="></latexit><latexit sha1_base64="E5tsKbL2gjZhUIKHgeHaxISrNXg="></latexit>



Guessing X
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Def: 

L�(X! Y) = s�p
PX

log
m�x�̂(·) P(X = �̂(Y))

m�x�̂ P(X = �̂)
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log
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Guessing X

!21

Theorem:

L�(X! Y) = ��[= L(X! Y)]

Def: 

L�(X! Y) = s�p
PX

log
m�x�̂(·) P(X = �̂(Y))

m�x�̂ P(X = �̂)

[Braun et al. ’09; Kopf and Smith ’10]:

 [Braun et al. ’09; Kopf and Smith ’10]:



Guessing X

!21

[maximal leakage: not in Wagner and Eckhoff (’15)]

Theorem:

L�(X! Y) = ��[= L(X! Y)]

Def: 

L�(X! Y) = s�p
PX

log
m�x�̂(·) P(X = �̂(Y))

m�x�̂ P(X = �̂)

[Braun et al. ’09; Kopf and Smith ’10]:

 [Braun et al. ’09; Kopf and Smith ’10]:



Discrete Examples: BSC

!22
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p

L(X! Y) = log(2(1� q))
<latexit sha1_base64="VM9cNKFRElORcGbnXHmOUyNQi48="></latexit><latexit sha1_base64="VM9cNKFRElORcGbnXHmOUyNQi48="></latexit><latexit sha1_base64="VM9cNKFRElORcGbnXHmOUyNQi48="></latexit><latexit sha1_base64="VM9cNKFRElORcGbnXHmOUyNQi48="></latexit>



Discrete Examples: BSC

!22
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L(X! Y)
<latexit sha1_base64="+QgONKA3rG5C864zw/GkoFjh12Y=">AAACKHicdVDLSsNAFJ3UV62vqEtdDBahbkJaBOuu4MaFiwrGVppQJtNJO3SSCTOTSgnZ+DWCK/0TV9KtH+HaSVvB+jgwzOGce7n3Hj9mVCrbnhiFpeWV1bXiemljc2t7x9zdu5U8EZg4mDMu2j6ShNGIOIoqRtqxICj0GWn5w4vcb42IkJRHN2ocEy9E/YgGFCOlpa556IZIDTBi6VVWaUNX0P5AISH4Pbw76Zpl26rZOeBvUrWmv10GczS75ofb4zgJSaQwQ1J2qnasvBQJRTEjWclNJIkRHqI+6WgaoZBIL51ekcFjrfRgwIV+kYJT9XtHikIpx6GvK/Od5U8vF//yOokK6l5KozhRJMKzQUHCoOIwjwT2qCBYsbEmCAuqd4V4gATCSge3OEWQ0cIVqU4OZyUd1Fca8H/i1Kxzq3p9Wm7U54kVwQE4AhVQBWegAS5BEzgAgwfwCJ7Bi/FkvBpvxmRWWjDmPftgAcb7J2nIpvs=</latexit><latexit sha1_base64="+QgONKA3rG5C864zw/GkoFjh12Y=">AAACKHicdVDLSsNAFJ3UV62vqEtdDBahbkJaBOuu4MaFiwrGVppQJtNJO3SSCTOTSgnZ+DWCK/0TV9KtH+HaSVvB+jgwzOGce7n3Hj9mVCrbnhiFpeWV1bXiemljc2t7x9zdu5U8EZg4mDMu2j6ShNGIOIoqRtqxICj0GWn5w4vcb42IkJRHN2ocEy9E/YgGFCOlpa556IZIDTBi6VVWaUNX0P5AISH4Pbw76Zpl26rZOeBvUrWmv10GczS75ofb4zgJSaQwQ1J2qnasvBQJRTEjWclNJIkRHqI+6WgaoZBIL51ekcFjrfRgwIV+kYJT9XtHikIpx6GvK/Od5U8vF//yOokK6l5KozhRJMKzQUHCoOIwjwT2qCBYsbEmCAuqd4V4gATCSge3OEWQ0cIVqU4OZyUd1Fca8H/i1Kxzq3p9Wm7U54kVwQE4AhVQBWegAS5BEzgAgwfwCJ7Bi/FkvBpvxmRWWjDmPftgAcb7J2nIpvs=</latexit><latexit sha1_base64="+QgONKA3rG5C864zw/GkoFjh12Y=">AAACKHicdVDLSsNAFJ3UV62vqEtdDBahbkJaBOuu4MaFiwrGVppQJtNJO3SSCTOTSgnZ+DWCK/0TV9KtH+HaSVvB+jgwzOGce7n3Hj9mVCrbnhiFpeWV1bXiemljc2t7x9zdu5U8EZg4mDMu2j6ShNGIOIoqRtqxICj0GWn5w4vcb42IkJRHN2ocEy9E/YgGFCOlpa556IZIDTBi6VVWaUNX0P5AISH4Pbw76Zpl26rZOeBvUrWmv10GczS75ofb4zgJSaQwQ1J2qnasvBQJRTEjWclNJIkRHqI+6WgaoZBIL51ekcFjrfRgwIV+kYJT9XtHikIpx6GvK/Od5U8vF//yOokK6l5KozhRJMKzQUHCoOIwjwT2qCBYsbEmCAuqd4V4gATCSge3OEWQ0cIVqU4OZyUd1Fca8H/i1Kxzq3p9Wm7U54kVwQE4AhVQBWegAS5BEzgAgwfwCJ7Bi/FkvBpvxmRWWjDmPftgAcb7J2nIpvs=</latexit><latexit sha1_base64="+QgONKA3rG5C864zw/GkoFjh12Y=">AAACKHicdVDLSsNAFJ3UV62vqEtdDBahbkJaBOuu4MaFiwrGVppQJtNJO3SSCTOTSgnZ+DWCK/0TV9KtH+HaSVvB+jgwzOGce7n3Hj9mVCrbnhiFpeWV1bXiemljc2t7x9zdu5U8EZg4mDMu2j6ShNGIOIoqRtqxICj0GWn5w4vcb42IkJRHN2ocEy9E/YgGFCOlpa556IZIDTBi6VVWaUNX0P5AISH4Pbw76Zpl26rZOeBvUrWmv10GczS75ofb4zgJSaQwQ1J2qnasvBQJRTEjWclNJIkRHqI+6WgaoZBIL51ekcFjrfRgwIV+kYJT9XtHikIpx6GvK/Od5U8vF//yOokK6l5KozhRJMKzQUHCoOIwjwT2qCBYsbEmCAuqd4V4gATCSge3OEWQ0cIVqU4OZyUd1Fca8H/i1Kxzq3p9Wm7U54kVwQE4AhVQBWegAS5BEzgAgwfwCJ7Bi/FkvBpvxmRWWjDmPftgAcb7J2nIpvs=</latexit>C

<latexit sha1_base64="x8ECMVNhVmyvTrSw6DiF15YvnlA=">AAACC3icdVDLSgNBEOz1GeMr6tHLYBA8LbtBMN4CuXhMwDWBJITZSW8yZPbBzGwgLPkCwZP+iSfx6kf4I56dTSIYHwXDFFXddHf5ieBKO867tba+sbm1Xdgp7u7tHxyWjo7vVJxKhh6LRSzbPlUoeISe5lpgO5FIQ19gyx/Xc781Qal4HN3qaYK9kA4jHnBGtZGa9X6p7NgVJwf5TVx7/jtlWKLRL310BzFLQ4w0E1SpjuskupdRqTkTOCt2U4UJZWM6xI6hEQ1R9bL5ojNybpQBCWJpXqTJXP3ekdFQqWnom8qQ6pH66eXiX14n1UG1l/EoSTVGbDEoSAXRMcmvJgMukWkxNYQyyc2uhI2opEybbFanSJysXJExKtisaIL6SoP8T7yKfW27zctyrbpMrACncAYX4MIV1OAGGuABA4R7eIQn68F6tl6s10XpmrXsOYEVWG+fuESbng==</latexit><latexit sha1_base64="x8ECMVNhVmyvTrSw6DiF15YvnlA=">AAACC3icdVDLSgNBEOz1GeMr6tHLYBA8LbtBMN4CuXhMwDWBJITZSW8yZPbBzGwgLPkCwZP+iSfx6kf4I56dTSIYHwXDFFXddHf5ieBKO867tba+sbm1Xdgp7u7tHxyWjo7vVJxKhh6LRSzbPlUoeISe5lpgO5FIQ19gyx/Xc781Qal4HN3qaYK9kA4jHnBGtZGa9X6p7NgVJwf5TVx7/jtlWKLRL310BzFLQ4w0E1SpjuskupdRqTkTOCt2U4UJZWM6xI6hEQ1R9bL5ojNybpQBCWJpXqTJXP3ekdFQqWnom8qQ6pH66eXiX14n1UG1l/EoSTVGbDEoSAXRMcmvJgMukWkxNYQyyc2uhI2opEybbFanSJysXJExKtisaIL6SoP8T7yKfW27zctyrbpMrACncAYX4MIV1OAGGuABA4R7eIQn68F6tl6s10XpmrXsOYEVWG+fuESbng==</latexit><latexit sha1_base64="x8ECMVNhVmyvTrSw6DiF15YvnlA=">AAACC3icdVDLSgNBEOz1GeMr6tHLYBA8LbtBMN4CuXhMwDWBJITZSW8yZPbBzGwgLPkCwZP+iSfx6kf4I56dTSIYHwXDFFXddHf5ieBKO867tba+sbm1Xdgp7u7tHxyWjo7vVJxKhh6LRSzbPlUoeISe5lpgO5FIQ19gyx/Xc781Qal4HN3qaYK9kA4jHnBGtZGa9X6p7NgVJwf5TVx7/jtlWKLRL310BzFLQ4w0E1SpjuskupdRqTkTOCt2U4UJZWM6xI6hEQ1R9bL5ojNybpQBCWJpXqTJXP3ekdFQqWnom8qQ6pH66eXiX14n1UG1l/EoSTVGbDEoSAXRMcmvJgMukWkxNYQyyc2uhI2opEybbFanSJysXJExKtisaIL6SoP8T7yKfW27zctyrbpMrACncAYX4MIV1OAGGuABA4R7eIQn68F6tl6s10XpmrXsOYEVWG+fuESbng==</latexit><latexit sha1_base64="x8ECMVNhVmyvTrSw6DiF15YvnlA=">AAACC3icdVDLSgNBEOz1GeMr6tHLYBA8LbtBMN4CuXhMwDWBJITZSW8yZPbBzGwgLPkCwZP+iSfx6kf4I56dTSIYHwXDFFXddHf5ieBKO867tba+sbm1Xdgp7u7tHxyWjo7vVJxKhh6LRSzbPlUoeISe5lpgO5FIQ19gyx/Xc781Qal4HN3qaYK9kA4jHnBGtZGa9X6p7NgVJwf5TVx7/jtlWKLRL310BzFLQ4w0E1SpjuskupdRqTkTOCt2U4UJZWM6xI6hEQ1R9bL5ojNybpQBCWJpXqTJXP3ekdFQqWnom8qQ6pH66eXiX14n1UG1l/EoSTVGbDEoSAXRMcmvJgMukWkxNYQyyc2uhI2opEybbFanSJysXJExKtisaIL6SoP8T7yKfW27zctyrbpMrACncAYX4MIV1OAGGuABA4R7eIQn68F6tl6s10XpmrXsOYEVWG+fuESbng==</latexit>

�(X;Y)
<latexit sha1_base64="f6jS5KtEnTxmyM9m7IHfx6MphwY=">AAACEHicdVDLSgMxFL1TX7W+qi7dBItQN8NMEay4KbjRXQWnrbRDyaSZNjbzIMkUytB/EFzpn7gSt/6BP+LaTFvB+jgQcjjnXu69x4s5k8qy3o3c0vLK6lp+vbCxubW9U9zda8goEYQ6JOKRaHlYUs5C6iimOG3FguLA47TpDS8yvzmiQrIovFHjmLoB7ofMZwQrLTWuyq3z2+NusWSZFSsD+k1sc/pbJZij3i1+dHoRSQIaKsKxlG3bipWbYqEY4XRS6CSSxpgMcZ+2NQ1xQKWbTredoCOt9JAfCf1Chabq944UB1KOA09XBlgN5E8vE//y2onyq27KwjhRNCSzQX7CkYpQdjrqMUGJ4mNNMBFM74rIAAtMlA5ocYqgo4UrUoI5mRR0UF9poP+JUzHPTPv6pFSrzhPLwwEcQhlsOIUaXEIdHCBwB/fwCE/Gg/FsvBivs9KcMe/ZhwUYb5+LQZ0T</latexit><latexit sha1_base64="f6jS5KtEnTxmyM9m7IHfx6MphwY=">AAACEHicdVDLSgMxFL1TX7W+qi7dBItQN8NMEay4KbjRXQWnrbRDyaSZNjbzIMkUytB/EFzpn7gSt/6BP+LaTFvB+jgQcjjnXu69x4s5k8qy3o3c0vLK6lp+vbCxubW9U9zda8goEYQ6JOKRaHlYUs5C6iimOG3FguLA47TpDS8yvzmiQrIovFHjmLoB7ofMZwQrLTWuyq3z2+NusWSZFSsD+k1sc/pbJZij3i1+dHoRSQIaKsKxlG3bipWbYqEY4XRS6CSSxpgMcZ+2NQ1xQKWbTredoCOt9JAfCf1Chabq944UB1KOA09XBlgN5E8vE//y2onyq27KwjhRNCSzQX7CkYpQdjrqMUGJ4mNNMBFM74rIAAtMlA5ocYqgo4UrUoI5mRR0UF9poP+JUzHPTPv6pFSrzhPLwwEcQhlsOIUaXEIdHCBwB/fwCE/Gg/FsvBivs9KcMe/ZhwUYb5+LQZ0T</latexit><latexit sha1_base64="f6jS5KtEnTxmyM9m7IHfx6MphwY=">AAACEHicdVDLSgMxFL1TX7W+qi7dBItQN8NMEay4KbjRXQWnrbRDyaSZNjbzIMkUytB/EFzpn7gSt/6BP+LaTFvB+jgQcjjnXu69x4s5k8qy3o3c0vLK6lp+vbCxubW9U9zda8goEYQ6JOKRaHlYUs5C6iimOG3FguLA47TpDS8yvzmiQrIovFHjmLoB7ofMZwQrLTWuyq3z2+NusWSZFSsD+k1sc/pbJZij3i1+dHoRSQIaKsKxlG3bipWbYqEY4XRS6CSSxpgMcZ+2NQ1xQKWbTredoCOt9JAfCf1Chabq944UB1KOA09XBlgN5E8vE//y2onyq27KwjhRNCSzQX7CkYpQdjrqMUGJ4mNNMBFM74rIAAtMlA5ocYqgo4UrUoI5mRR0UF9poP+JUzHPTPv6pFSrzhPLwwEcQhlsOIUaXEIdHCBwB/fwCE/Gg/FsvBivs9KcMe/ZhwUYb5+LQZ0T</latexit><latexit sha1_base64="f6jS5KtEnTxmyM9m7IHfx6MphwY=">AAACEHicdVDLSgMxFL1TX7W+qi7dBItQN8NMEay4KbjRXQWnrbRDyaSZNjbzIMkUytB/EFzpn7gSt/6BP+LaTFvB+jgQcjjnXu69x4s5k8qy3o3c0vLK6lp+vbCxubW9U9zda8goEYQ6JOKRaHlYUs5C6iimOG3FguLA47TpDS8yvzmiQrIovFHjmLoB7ofMZwQrLTWuyq3z2+NusWSZFSsD+k1sc/pbJZij3i1+dHoRSQIaKsKxlG3bipWbYqEY4XRS6CSSxpgMcZ+2NQ1xQKWbTredoCOt9JAfCf1Chabq944UB1KOA09XBlgN5E8vE//y2onyq27KwjhRNCSzQX7CkYpQdjrqMUGJ4mNNMBFM74rIAAtMlA5ocYqgo4UrUoI5mRR0UF9poP+JUzHPTPv6pFSrzhPLwwEcQhlsOIUaXEIdHCBwB/fwCE/Gg/FsvBivs9KcMe/ZhwUYb5+LQZ0T</latexit> [p = 1/3]
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L(X! Y) = log(2(1� q))
<latexit sha1_base64="VM9cNKFRElORcGbnXHmOUyNQi48="></latexit><latexit sha1_base64="VM9cNKFRElORcGbnXHmOUyNQi48="></latexit><latexit sha1_base64="VM9cNKFRElORcGbnXHmOUyNQi48="></latexit><latexit sha1_base64="VM9cNKFRElORcGbnXHmOUyNQi48="></latexit>
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Mutual Information

⟺ H(X|Y), first used by Shannon (’49)

!25

�(X;Y) =
X

�,y
PXY(�, y) log

PXY(�, y)

PX(�) · PY (y)

solution concept vs. problem formulation
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Enciphering 
System

Message
Signal available  
to eavesdropper

Secrecy System

key

Noisy 
Channel

Transmitted 
Signal

Signal available 
to decoder

Noisy Communication System

phy. layer noise

‣ Other differences: in conventional comm.,
- Encoder is a willing participant (coding)
- Communication must be reliable

‣ Unclear motivation for using MI in secrecy applications
‣ But isn’t capacity an upper bound?



But is Capacity an Upper Bound?
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Folk Theorem: Any reasonable measure of  
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”L(X! Y)”  C =m�x
p(�)

�(X;Y).
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Leakage vs. Capacity

!30

If X has full support: 

L(X! Y) = s�p
U$X$Y

log
s�p�̃(·) Pr(U = �̃(Y))

s�p�̃ Pr(U = �̃)
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s�p�̃ Pr(U = �̃)
<latexit sha1_base64="f7ohdZsRYTQylpZRFWvk7Qnaepo="></latexit><latexit sha1_base64="f7ohdZsRYTQylpZRFWvk7Qnaepo="></latexit><latexit sha1_base64="f7ohdZsRYTQylpZRFWvk7Qnaepo="></latexit><latexit sha1_base64="f7ohdZsRYTQylpZRFWvk7Qnaepo="></latexit>

If X has full support: 

L(X! Y) = s�p
U$X$Y

log
s�p�̃(·) Pr(U = �̃(Y))

s�p�̃ Pr(U = �̃)
<latexit sha1_base64="1OU1io7+LuTud4VzG3MmJnl3PMw="></latexit><latexit sha1_base64="1OU1io7+LuTud4VzG3MmJnl3PMw="></latexit><latexit sha1_base64="1OU1io7+LuTud4VzG3MmJnl3PMw="></latexit><latexit sha1_base64="1OU1io7+LuTud4VzG3MmJnl3PMw="></latexit>



Leakage vs. Capacity

!30

= s�p
U$X$Y$Ũ
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If X has full support: 

Theorem (Issa-Wagner):

C = lim
�!0

lim
n!� s�p

PXn
s�p
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(Local) Differential Privacy

!32

[Warner ’65; 
Evfimievski et al. ’03]LDP(X! Y) := s�p

�,�0,y
log

PY |X(y|�)
PY |X(y|�0)
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Theorem (cf. Dwork et al. ’06):

LDP(X! Y) = s�p
ƒ ,PX,y

����log
✓P(ƒ (X) = 1|Y = y)

P(ƒ (X) = 1)

◆����
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(Local) Differential Privacy
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LDP(X! Y) = s�p
PX

s�p
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log
s�py s�p�̃ Pr(U = �̃|Y = y)
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A Structural Assumption

‣ Examples:
- Execution time [RSA], power consumption
- “Staircase increasing”

�36
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Deterministic Mechanisms Are Optimal

Theorem (Wu, Wagner, Suh): 
If c(·,·) is staircase increasing, then for any α and PX, 

is minimized by a deterministic (0-1) PY|X.

�37

X

y
m�x
�

PY |X(y|�) + � ·
X

�

X

y
PX(�)PY |X(y|�)c(�, y)

2
4

0 1 2
2 0 1
1 2 0

3
5Fails for the cost matrix: 



Corollary

�38

Corollary (Wu, Wagner, Suh):  
The optimal cost/exp-leakage curve is piecewise linear with 
kink points only at integer exp-leakage values.

exp-leakage

cost
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Advantages of Deterministic Mechanisms

‣ Do not require randomness (obviously)
‣ Easier to describe and store
‣ Immune to averaging attacks
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cf. Other Metrics
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cf. Other Metrics

Maximal Leakage:
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c(�, y) =
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Local Diff. Privacy:
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Maximal Leakage: Other Results

‣ Shannon cipher system (Issa, Kamath, Wagner ’16)

‣ Privacy-utility tradeoffs (Liao, Sankar, Calmon, Tan, ’17)

‣ Sibson MI of other orders (Liao, Kosut, Sankar, Calmon, ’18)

‣ Learning ML from trace data (Issa and Wagner, ’18)
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Three Takeaways

Maximal leakage …
1. … captures the increase in guessing probability of secrets

… is well suited for side channels with keys, passwords.
2. … is robust to modeling assumptions
3. … favors deterministic mechanisms (quantization) over 

“adding noise” in many contexts.

!43

L(X! Y) = s�p
U:U$X$Y

log
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A Different Question

!45

How many secrecy measures do we need?

- Probably more than one ...

- ML ill-suited for e.g., medical databases

- DP ill-suited for side channels

- Both ML and DP ill-suited for computationally-bounded 
eavesdroppers

- ... but probably not 80+ either.



A Greedy Algorithm
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A Greedy Algorithm
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A Greedy Algorithm
‣ Start with a singleton A that minimizes the cost of PA.

�47
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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A Greedy Algorithm
‣ Start with a singleton A that minimizes the cost of PA.

‣ Iterate:                   , where         is chosen to minimize 
the cost of           .

�47

PA[{j}
<latexit sha1_base64="gnU6rWB7YCQFP/Sab7bDYseWsjw=">AAACC3icdVDLSsNAFJ3UV62vqEs3g0VwFdIq6EoqblxWsA9oQphMb9qxkwczk0IJ+QT/wK3+gDtx60e490OctBWsjwPDHM65l3vv8RPOpLLtd6O0tLyyulZer2xsbm3vmLt7bRmngkKLxjwWXZ9I4CyClmKKQzcRQEKfQ8cfXRV+ZwxCsji6VZME3JAMIhYwSpSWPNNsetkldmiaYCe7c/LcM6u2VbcL4N+kZk1/u4rmaHrmh9OPaRpCpCgnUvZqdqLcjAjFKIe84qQSEkJHZAA9TSMSgnSz6eY5PtJKHwex0C9SeKp+78hIKOUk9HVlSNRQ/vQK8S+vl6rg3M1YlKQKIjobFKQcqxgXMeA+E0AVn2hCqGB6V0yHRBCqdFiLUwSM84qO5et2/D9p163aiWXfnFYbF/OAyugAHaJjVENnqIGuURO1EEVj9IAe0ZNxbzwbL8brrLRkzHv20QKMt08BT5rG</latexit>

j /2 A
<latexit sha1_base64="/hgyI9qEGOCDW04cOlkhDF+w1Sw=">AAACA3icdVDLSgMxFM34rPVVdekmWARXw7QKupKKG5cV7APboWTSO21sJhmSTKEMXfoHbvUH3IlbP8S9H2KmrWB9HAg5nHMv994TxJxp43nvzsLi0vLKam4tv76xubVd2Nmta5koCjUquVTNgGjgTEDNMMOhGSsgUcChEQwuM78xBKWZFDdmFIMfkZ5gIaPEWOn2DreFNEzgi06h6LllLwP+TUru5PeKaIZqp/DR7kqaRCAM5UTrVsmLjZ8SZRjlMM63Ew0xoQPSg5algkSg/XSy8RgfWqWLQ6nsEwZP1O8dKYm0HkWBrYyI6eufXib+5bUSE575KRNxYkDQ6aAw4dhInJ2Pu0wBNXxkCaGK2V0x7RNFqLEhzU9RMBznbSxft+P/Sb3slo5d7/qkWDmfBZRD++gAHaESOkUVdIWqqIYoEugBPaIn5955dl6c12npgjPr2UNzcN4+Aaasl+I=</latexit>

A! A [ {j}
<latexit sha1_base64="dsRvEpEgQApD/vDW/PysEbuYMds=">AAACFXicdVDLSgMxFM3UV62vUXe6CRbB1TCjgq6k4sZlBfuAzlAyaaaNzSRDkqmUoeBf+Adu9QfciVvX7v0QM20F6+NAyMk593JzT5gwqrTrvluFufmFxaXicmlldW19w97cqiuRSkxqWDAhmyFShFFOappqRpqJJCgOGWmE/YvcbwyIVFTwaz1MSBCjLqcRxUgbqW3vnENf0m5PIynFLTQvnCbQz278Udsuu86hmwP+Jp4zvt0ymKLatj/8jsBpTLjGDCnV8txEBxmSmmJGRiU/VSRBuI+6pGUoRzFRQTbeYQT3jdKBkZDmcA3H6veODMVKDePQVMZI99RPLxf/8lqpjk6DjPIk1YTjyaAoZVALmAcCO1QSrNnQEIQlNX+FuIckwtrENjtFksGoZGL52h3+T+qHjnfkuFfH5crZNKAi2AV74AB44ARUwCWoghrA4A48gEfwZN1bz9aL9TopLVjTnm0wA+vtE0ronqk=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>

1
<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>

1
<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>

1
<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>

1
<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>

1
<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>

1
<latexit sha1_base64="+Fqx6YazDfhxVB/ciSiTp2aGoco=">AAACDXicdVDLSsNAFL3xWeur6tLNYBFchaQKdllw47KKfUAbymR60w6dTMLMpFBC/0BwpX/iTtz6Df6Ia5O2gvVxYJjDOfdy7z1+LLg2jvNurayurW9sFraK2zu7e/ulg8OmjhLFsMEiEam2TzUKLrFhuBHYjhXS0BfY8kdXud8ao9I8kndmEqMX0oHkAWfUZNKtW+yVyo5dcXKQ38S1Z79ThgXqvdJHtx+xJERpmKBad1wnNl5KleFM4LTYTTTGlI3oADsZlTRE7aWzTafkNFP6JIhU9qQhM/V7R0pDrSehn1WG1Az1Ty8X//I6iQmqXsplnBiUbD4oSAQxEcnPJn2ukBkxyQhlime7EjakijKThbM8ReF46YqUUcGmeVBfaZD/SbNiu+e2c3NRrlUXkRXgGE7gDFy4hBpcQx0awCCAe3iEJ+vBerZerNd56Yq16DmCJVhvn3C0m84=</latexit>
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Theorem (Wu, Wagner, Suh ’19):  
For exp-leakage k, let 

‣ C*(k) denote the optimum cost  

‣ CG(k) denote the cost obtained by the greedy algorithm 

Then C*(1) = CG(1),  C*(2) = CG(2), and 

C�(1) � CG(k) �
 
1 �

✓k � 2
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✓
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◆
(C�(1) � C�(k))

� 0.63(C�(1) � C�(k))
<latexit sha1_base64="GI0Fl40O8BQI7fpFoEUUcQsjnNw="></latexit>
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Theorem (Wu, Wagner, Suh ’19):  
For exp-leakage k, let 

‣ C*(k) denote the optimum cost  

‣ CG(k) denote the cost obtained by the greedy algorithm 

Then C*(1) = CG(1),  C*(2) = CG(2), and 
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1 �

✓k � 2
k � 1

◆k�1!
(C�(1) � C�(k))

�
✓
1 �

1

e

◆
(C�(1) � C�(k))
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<latexit sha1_base64="GI0Fl40O8BQI7fpFoEUUcQsjnNw="></latexit>

Proof: submodularity of -cost(PA).



Theorem

�48

Theorem (Wu, Wagner, Suh ’19):  
For exp-leakage k, let 

‣ C*(k) denote the optimum cost  

‣ CG(k) denote the cost obtained by the greedy algorithm 

Then C*(1) = CG(1),  C*(2) = CG(2), and 

C�(1) � CG(k) �
 
1 �

✓k � 2
k � 1

◆k�1!
(C�(1) � C�(k))

�
✓
1 �

1

e

◆
(C�(1) � C�(k))

� 0.63(C�(1) � C�(k))
<latexit sha1_base64="GI0Fl40O8BQI7fpFoEUUcQsjnNw="></latexit>

Proof: submodularity of -cost(PA).
Note: leads to a sequence of approximations.
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[nominal 
packet 

timings]

[actual 
packet  

timings]

X(t)
<latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit>

Y(t)
<latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit>

?



How to Delay Packets?

!49

[nominal 
packet 

timings]

[actual 
packet  

timings]

X(t)
<latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit>

Y(t)
<latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit>

?

‣ Suppose X(t) is a Poisson process with rate �
<latexit sha1_base64="+sN9g2TsKNpY5hu2MQjBJxnDDAk=">AAACEXicdVDLSgNBEJz1GeMr6tHLYBA8LZsgqBcJePEYwTWBZAm9s73JkNkHM7OBsOQjBE/6J57Eq1/gj3h2NolgfDQMU1RV093lp4Ir7Tjv1tLyyuraemmjvLm1vbNb2du/U0kmGbosEYls+6BQ8BhdzbXAdioRIl9gyx9eFXprhFLxJL7V4xS9CPoxDzkDbahWVxhrAL1K1bHrTlH0N6jZ09+pknk1e5WPbpCwLMJYMwFKdWpOqr0cpOZM4KTczRSmwIbQx46BMUSovHy67oQeGyagYSLNizWdst87coiUGke+cUagB+qnVpB/aZ1Mh+dezuM00xiz2aAwE1QntLidBlwi02JsADDJza6UDUAC0yahxSkSRwtX5AwEm5RNUF9p0P+BW7cv7NrNabVxOU+sRA7JETkhNXJGGuSaNIlLGBmSe/JInqwH69l6sV5n1iVr3nNAFsp6+wS4cp5a</latexit><latexit sha1_base64="+sN9g2TsKNpY5hu2MQjBJxnDDAk=">AAACEXicdVDLSgNBEJz1GeMr6tHLYBA8LZsgqBcJePEYwTWBZAm9s73JkNkHM7OBsOQjBE/6J57Eq1/gj3h2NolgfDQMU1RV093lp4Ir7Tjv1tLyyuraemmjvLm1vbNb2du/U0kmGbosEYls+6BQ8BhdzbXAdioRIl9gyx9eFXprhFLxJL7V4xS9CPoxDzkDbahWVxhrAL1K1bHrTlH0N6jZ09+pknk1e5WPbpCwLMJYMwFKdWpOqr0cpOZM4KTczRSmwIbQx46BMUSovHy67oQeGyagYSLNizWdst87coiUGke+cUagB+qnVpB/aZ1Mh+dezuM00xiz2aAwE1QntLidBlwi02JsADDJza6UDUAC0yahxSkSRwtX5AwEm5RNUF9p0P+BW7cv7NrNabVxOU+sRA7JETkhNXJGGuSaNIlLGBmSe/JInqwH69l6sV5n1iVr3nNAFsp6+wS4cp5a</latexit><latexit sha1_base64="+sN9g2TsKNpY5hu2MQjBJxnDDAk=">AAACEXicdVDLSgNBEJz1GeMr6tHLYBA8LZsgqBcJePEYwTWBZAm9s73JkNkHM7OBsOQjBE/6J57Eq1/gj3h2NolgfDQMU1RV093lp4Ir7Tjv1tLyyuraemmjvLm1vbNb2du/U0kmGbosEYls+6BQ8BhdzbXAdioRIl9gyx9eFXprhFLxJL7V4xS9CPoxDzkDbahWVxhrAL1K1bHrTlH0N6jZ09+pknk1e5WPbpCwLMJYMwFKdWpOqr0cpOZM4KTczRSmwIbQx46BMUSovHy67oQeGyagYSLNizWdst87coiUGke+cUagB+qnVpB/aZ1Mh+dezuM00xiz2aAwE1QntLidBlwi02JsADDJza6UDUAC0yahxSkSRwtX5AwEm5RNUF9p0P+BW7cv7NrNabVxOU+sRA7JETkhNXJGGuSaNIlLGBmSe/JInqwH69l6sV5n1iVr3nNAFsp6+wS4cp5a</latexit><latexit sha1_base64="+sN9g2TsKNpY5hu2MQjBJxnDDAk=">AAACEXicdVDLSgNBEJz1GeMr6tHLYBA8LZsgqBcJePEYwTWBZAm9s73JkNkHM7OBsOQjBE/6J57Eq1/gj3h2NolgfDQMU1RV093lp4Ir7Tjv1tLyyuraemmjvLm1vbNb2du/U0kmGbosEYls+6BQ8BhdzbXAdioRIl9gyx9eFXprhFLxJL7V4xS9CPoxDzkDbahWVxhrAL1K1bHrTlH0N6jZ09+pknk1e5WPbpCwLMJYMwFKdWpOqr0cpOZM4KTczRSmwIbQx46BMUSovHy67oQeGyagYSLNizWdst87coiUGke+cUagB+qnVpB/aZ1Mh+dezuM00xiz2aAwE1QntLidBlwi02JsADDJza6UDUAC0yahxSkSRwtX5AwEm5RNUF9p0P+BW7cv7NrNabVxOU+sRA7JETkhNXJGGuSaNIlLGBmSe/JInqwH69l6sV5n1iVr3nNAFsp6+wS4cp5a</latexit>



How to Delay Packets?
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[nominal 
packet 

timings]

[actual 
packet  

timings]

X(t)
<latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit>

Y(t)
<latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit>

?

‣ Suppose X(t) is a Poisson process with rate 
‣ How to blur the packet timings to minimize leakage?

�
<latexit sha1_base64="+sN9g2TsKNpY5hu2MQjBJxnDDAk=">AAACEXicdVDLSgNBEJz1GeMr6tHLYBA8LZsgqBcJePEYwTWBZAm9s73JkNkHM7OBsOQjBE/6J57Eq1/gj3h2NolgfDQMU1RV093lp4Ir7Tjv1tLyyuraemmjvLm1vbNb2du/U0kmGbosEYls+6BQ8BhdzbXAdioRIl9gyx9eFXprhFLxJL7V4xS9CPoxDzkDbahWVxhrAL1K1bHrTlH0N6jZ09+pknk1e5WPbpCwLMJYMwFKdWpOqr0cpOZM4KTczRSmwIbQx46BMUSovHy67oQeGyagYSLNizWdst87coiUGke+cUagB+qnVpB/aZ1Mh+dezuM00xiz2aAwE1QntLidBlwi02JsADDJza6UDUAC0yahxSkSRwtX5AwEm5RNUF9p0P+BW7cv7NrNabVxOU+sRA7JETkhNXJGGuSaNIlLGBmSe/JInqwH69l6sV5n1iVr3nNAFsp6+wS4cp5a</latexit><latexit sha1_base64="+sN9g2TsKNpY5hu2MQjBJxnDDAk=">AAACEXicdVDLSgNBEJz1GeMr6tHLYBA8LZsgqBcJePEYwTWBZAm9s73JkNkHM7OBsOQjBE/6J57Eq1/gj3h2NolgfDQMU1RV093lp4Ir7Tjv1tLyyuraemmjvLm1vbNb2du/U0kmGbosEYls+6BQ8BhdzbXAdioRIl9gyx9eFXprhFLxJL7V4xS9CPoxDzkDbahWVxhrAL1K1bHrTlH0N6jZ09+pknk1e5WPbpCwLMJYMwFKdWpOqr0cpOZM4KTczRSmwIbQx46BMUSovHy67oQeGyagYSLNizWdst87coiUGke+cUagB+qnVpB/aZ1Mh+dezuM00xiz2aAwE1QntLidBlwi02JsADDJza6UDUAC0yahxSkSRwtX5AwEm5RNUF9p0P+BW7cv7NrNabVxOU+sRA7JETkhNXJGGuSaNIlLGBmSe/JInqwH69l6sV5n1iVr3nNAFsp6+wS4cp5a</latexit><latexit sha1_base64="+sN9g2TsKNpY5hu2MQjBJxnDDAk=">AAACEXicdVDLSgNBEJz1GeMr6tHLYBA8LZsgqBcJePEYwTWBZAm9s73JkNkHM7OBsOQjBE/6J57Eq1/gj3h2NolgfDQMU1RV093lp4Ir7Tjv1tLyyuraemmjvLm1vbNb2du/U0kmGbosEYls+6BQ8BhdzbXAdioRIl9gyx9eFXprhFLxJL7V4xS9CPoxDzkDbahWVxhrAL1K1bHrTlH0N6jZ09+pknk1e5WPbpCwLMJYMwFKdWpOqr0cpOZM4KTczRSmwIbQx46BMUSovHy67oQeGyagYSLNizWdst87coiUGke+cUagB+qnVpB/aZ1Mh+dezuM00xiz2aAwE1QntLidBlwi02JsADDJza6UDUAC0yahxSkSRwtX5AwEm5RNUF9p0P+BW7cv7NrNabVxOU+sRA7JETkhNXJGGuSaNIlLGBmSe/JInqwH69l6sV5n1iVr3nNAFsp6+wS4cp5a</latexit><latexit sha1_base64="+sN9g2TsKNpY5hu2MQjBJxnDDAk=">AAACEXicdVDLSgNBEJz1GeMr6tHLYBA8LZsgqBcJePEYwTWBZAm9s73JkNkHM7OBsOQjBE/6J57Eq1/gj3h2NolgfDQMU1RV093lp4Ir7Tjv1tLyyuraemmjvLm1vbNb2du/U0kmGbosEYls+6BQ8BhdzbXAdioRIl9gyx9eFXprhFLxJL7V4xS9CPoxDzkDbahWVxhrAL1K1bHrTlH0N6jZ09+pknk1e5WPbpCwLMJYMwFKdWpOqr0cpOZM4KTczRSmwIbQx46BMUSovHy67oQeGyagYSLNizWdst87coiUGke+cUagB+qnVpB/aZ1Mh+dezuM00xiz2aAwE1QntLidBlwi02JsADDJza6UDUAC0yahxSkSRwtX5AwEm5RNUF9p0P+BW7cv7NrNabVxOU+sRA7JETkhNXJGGuSaNIlLGBmSe/JInqwH69l6sV5n1iVr3nNAFsp6+wS4cp5a</latexit>



Try an M/M/1 Queue
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M/M/1 queue 
service rate μ

[nominal 
packet 

timings]

[actual 
packet  

timings]

X(t)
<latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit>

Y(t)
<latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit>
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[nominal 
packet 
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X(t)
<latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit>

Y(t)
<latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit>

1

T
· L
Ä
{X(t)}Tt=0 ! {Y(t)}Tt=0

ä
= � nats

<latexit sha1_base64="lR9o2aFZx6zFIeS06goJEJohAig="></latexit><latexit sha1_base64="lR9o2aFZx6zFIeS06goJEJohAig="></latexit><latexit sha1_base64="lR9o2aFZx6zFIeS06goJEJohAig="></latexit><latexit sha1_base64="lR9o2aFZx6zFIeS06goJEJohAig="></latexit>
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packet 
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[actual 
packet  

timings]

X(t)
<latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit><latexit sha1_base64="1gLNoT5YkGro9zhzzxR3z+pnHss=">AAACDnicdVDLSgNBEOz1GeMr6tHLYBDiZdkEQb1IwIvHCK4JJEuYnfQmQ2YfzMwGwpJfEDzpn3gSr/6CP+LZ2SSC8VEwTFHVTXeXnwiutOO8W0vLK6tr64WN4ubW9s5uaW//TsWpZOiyWMSy5VOFgkfoaq4FthKJNPQFNv3hVe43RygVj6NbPU7QC2k/4gFnVOdSq6JPuqWyY9ecHOQ3qdrT3ynDHI1u6aPTi1kaYqSZoEq1q06ivYxKzZnASbGTKkwoG9I+tg2NaIjKy6a7TsixUXokiKV5kSZT9XtHRkOlxqFvKkOqB+qnl4t/ee1UB+dexqMk1Rix2aAgFUTHJD+c9LhEpsXYEMokN7sSNqCSMm3iWZwicbRwRcaoYJOiCeorDfI/cWv2hV29OS3XL+eJFeAQjqACVTiDOlxDA1xgMIB7eIQn68F6tl6s11npkjXvOYAFWG+fk02cnA==</latexit>

Y(t)
<latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit><latexit sha1_base64="OFQ856fNqA5PVDNvzMw2IoNMzJo=">AAACDnicdVDLSsNAFJ3UV62vqks3g0Wom5AUQd1IwY3LCsZW2lAm00k7dDIJMzeFEvoLgiv9E1fi1l/wR1w7aStYHweGOZxzL/feEySCa3Ccd6uwtLyyulZcL21sbm3vlHf3bnWcKso8GotYtQKimeCSecBBsFaiGIkCwZrB8DL3myOmNI/lDYwT5kekL3nIKYFcuqvCcbdcceyakwP/Jq49/Z0KmqPRLX90ejFNIyaBCqJ123US8DOigFPBJqVOqllC6JD0WdtQSSKm/Wy66wQfGaWHw1iZJwFP1e8dGYm0HkeBqYwIDPRPLxf/8tophGd+xmWSApN0NihMBYYY54fjHleMghgbQqjiZldMB0QRCiaexSmKjRauyCgRdFIyQX2lgf8nXs0+t93rk0r9Yp5YER2gQ1RFLjpFdXSFGshDFA3QPXpET9aD9Wy9WK+z0oI179lHC7DePgGU95yd</latexit>

[leakage rate is at least �]
<latexit sha1_base64="C7cgKoFd6fOXL8gwokVWzo/dlcU=">AAACMHicdVDLSgNBEJz1bXxFPXoZTARPYZOLepGAF48KrgY2S+iddOLg7IOZ3kBY8gN+jeBJ/yQn8eoHeHY2RjA+GoYpqrqnpitMlTTkumNnbn5hcWl5ZbW0tr6xuVXe3rk2SaYFeiJRiW6FYFDJGD2SpLCVaoQoVHgT3p0V+s0AtZFJfEXDFIMI+rHsSQFkqU656iuEO+gj10DIpeFA3FKGeLWt7DtdqAadcsWtNdyi+G9Qr01ut8KmddEpv7e7icgijEkoMMavuykFOWiSQuGo1M4MpiAKX9/CGCI0QT7ZZsQPLNPlvUTbExOfsN8ncoiMGUah7YyAbs1PrSD/0vyMesdBLuM0I4zFp1EvU5wSXkTDu1KjIDW0AISW9q9c3IIGQTbAWReNg5ktcgFKjEo2qK80+P/Aa9ROavXLRqV5Ok1she2xfXbI6uyINdk5u2AeE+yePbAn9uw8OmPnxXn9bJ1zpjO7bKactw+Y7KmL</latexit><latexit sha1_base64="C7cgKoFd6fOXL8gwokVWzo/dlcU=">AAACMHicdVDLSgNBEJz1bXxFPXoZTARPYZOLepGAF48KrgY2S+iddOLg7IOZ3kBY8gN+jeBJ/yQn8eoHeHY2RjA+GoYpqrqnpitMlTTkumNnbn5hcWl5ZbW0tr6xuVXe3rk2SaYFeiJRiW6FYFDJGD2SpLCVaoQoVHgT3p0V+s0AtZFJfEXDFIMI+rHsSQFkqU656iuEO+gj10DIpeFA3FKGeLWt7DtdqAadcsWtNdyi+G9Qr01ut8KmddEpv7e7icgijEkoMMavuykFOWiSQuGo1M4MpiAKX9/CGCI0QT7ZZsQPLNPlvUTbExOfsN8ncoiMGUah7YyAbs1PrSD/0vyMesdBLuM0I4zFp1EvU5wSXkTDu1KjIDW0AISW9q9c3IIGQTbAWReNg5ktcgFKjEo2qK80+P/Aa9ROavXLRqV5Ok1she2xfXbI6uyINdk5u2AeE+yePbAn9uw8OmPnxXn9bJ1zpjO7bKactw+Y7KmL</latexit><latexit sha1_base64="C7cgKoFd6fOXL8gwokVWzo/dlcU=">AAACMHicdVDLSgNBEJz1bXxFPXoZTARPYZOLepGAF48KrgY2S+iddOLg7IOZ3kBY8gN+jeBJ/yQn8eoHeHY2RjA+GoYpqrqnpitMlTTkumNnbn5hcWl5ZbW0tr6xuVXe3rk2SaYFeiJRiW6FYFDJGD2SpLCVaoQoVHgT3p0V+s0AtZFJfEXDFIMI+rHsSQFkqU656iuEO+gj10DIpeFA3FKGeLWt7DtdqAadcsWtNdyi+G9Qr01ut8KmddEpv7e7icgijEkoMMavuykFOWiSQuGo1M4MpiAKX9/CGCI0QT7ZZsQPLNPlvUTbExOfsN8ncoiMGUah7YyAbs1PrSD/0vyMesdBLuM0I4zFp1EvU5wSXkTDu1KjIDW0AISW9q9c3IIGQTbAWReNg5ktcgFKjEo2qK80+P/Aa9ROavXLRqV5Ok1she2xfXbI6uyINdk5u2AeE+yePbAn9uw8OmPnxXn9bJ1zpjO7bKactw+Y7KmL</latexit><latexit sha1_base64="C7cgKoFd6fOXL8gwokVWzo/dlcU=">AAACMHicdVDLSgNBEJz1bXxFPXoZTARPYZOLepGAF48KrgY2S+iddOLg7IOZ3kBY8gN+jeBJ/yQn8eoHeHY2RjA+GoYpqrqnpitMlTTkumNnbn5hcWl5ZbW0tr6xuVXe3rk2SaYFeiJRiW6FYFDJGD2SpLCVaoQoVHgT3p0V+s0AtZFJfEXDFIMI+rHsSQFkqU656iuEO+gj10DIpeFA3FKGeLWt7DtdqAadcsWtNdyi+G9Qr01ut8KmddEpv7e7icgijEkoMMavuykFOWiSQuGo1M4MpiAKX9/CGCI0QT7ZZsQPLNPlvUTbExOfsN8ncoiMGUah7YyAbs1PrSD/0vyMesdBLuM0I4zFp1EvU5wSXkTDu1KjIDW0AISW9q9c3IIGQTbAWReNg5ktcgFKjEo2qK80+P/Aa9ROavXLRqV5Ok1she2xfXbI6uyINdk5u2AeE+yePbAn9uw8OmPnxXn9bJ1zpjO7bKactw+Y7KmL</latexit>
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[quantization leaks less than “adding noise”]

[cf. Kadloor, Kiyavash, and Venkitasubramaniam ’16]

1

T
· L
Ä
{X(t)}Tt=0 ! {Y(t)}Tt=0

ä

1

�
logm

<latexit sha1_base64="IfHr7IY0ao04PvlFDgM7q2m6EZw="></latexit><latexit sha1_base64="IfHr7IY0ao04PvlFDgM7q2m6EZw="></latexit><latexit sha1_base64="IfHr7IY0ao04PvlFDgM7q2m6EZw="></latexit><latexit sha1_base64="IfHr7IY0ao04PvlFDgM7q2m6EZw="></latexit>



The Shannon Cipher System

!52

f gXn X̂nM 2 {0,1}nR



The Shannon Cipher System

!52

f g

Eve

Xn X̂nM 2 {0,1}nR



The Shannon Cipher System

!52

f g

Eve

Xn X̂nM 2 {0,1}nR

K 2 {0,1}nr



The Shannon Cipher System

!52

f g

Eve

Xn X̂nM 2 {0,1}nR

K 2 {0,1}nr
uniform



The Shannon Cipher System

!52

f g

Eve

Xn X̂nM 2 {0,1}nR

K 2 {0,1}nr



The Shannon Cipher System

‣ Shannon (’49): perfect secrecy is possible if(f) the key rate r 
exceeds the message rate R.
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The Shannon Cipher System

‣ Shannon (’49): perfect secrecy is possible if(f) the key rate r 
exceeds the message rate R.

‣ How to design f and g to minimize leakage when r < R?
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Leakage and Shannon’s Cipher
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Leakage and Shannon’s Cipher
Theorem (Issa-Kamath-Wagner): Let R(D) denote the rate-
distortion function for the source. If 

R < R(D),  

then the problem is infeasible. Otherwise, the min. max. 
leakage is

!54

L = [R(D)� r]+
<latexit sha1_base64="B985vILDCCfo912jRQpI05WIhvw=">AAACHHicdVDLSsNAFJ3UV62vqEs3g0WoiCEpgrpQCrpw4aKKsYU0lsl02g6dTMLMpFBC/0RwpX/iStwK/ohrJ20F6+PAMIdz7uXee4KYUals+93IzczOzS/kFwtLyyura+b6xq2MEoGJiyMWiXqAJGGUE1dRxUg9FgSFASO1oHeW+bU+EZJG/EYNYuKHqMNpm2KktNQ0zUt4Ar3r0vku3IfCv9trmkXbKtsZ4G/iWKPfLoIJqk3zo9GKcBISrjBDUnqOHSs/RUJRzMiw0EgkiRHuoQ7xNOUoJNJPR5sP4Y5WWrAdCf24giP1e0eKQikHYaArQ6S68qeXiX95XqLaR35KeZwowvF4UDthUEUwiwG2qCBYsYEmCAuqd4W4iwTCSoc1PUWQ/tQVKUYMDws6qK804P/ELVvHlnN1UKycThLLgy2wDUrAAYegAi5AFbgAgz64B4/gyXgwno0X43VcmjMmPZtgCsbbJ1wAn/g=</latexit><latexit sha1_base64="B985vILDCCfo912jRQpI05WIhvw=">AAACHHicdVDLSsNAFJ3UV62vqEs3g0WoiCEpgrpQCrpw4aKKsYU0lsl02g6dTMLMpFBC/0RwpX/iStwK/ohrJ20F6+PAMIdz7uXee4KYUals+93IzczOzS/kFwtLyyura+b6xq2MEoGJiyMWiXqAJGGUE1dRxUg9FgSFASO1oHeW+bU+EZJG/EYNYuKHqMNpm2KktNQ0zUt4Ar3r0vku3IfCv9trmkXbKtsZ4G/iWKPfLoIJqk3zo9GKcBISrjBDUnqOHSs/RUJRzMiw0EgkiRHuoQ7xNOUoJNJPR5sP4Y5WWrAdCf24giP1e0eKQikHYaArQ6S68qeXiX95XqLaR35KeZwowvF4UDthUEUwiwG2qCBYsYEmCAuqd4W4iwTCSoc1PUWQ/tQVKUYMDws6qK804P/ELVvHlnN1UKycThLLgy2wDUrAAYegAi5AFbgAgz64B4/gyXgwno0X43VcmjMmPZtgCsbbJ1wAn/g=</latexit><latexit sha1_base64="B985vILDCCfo912jRQpI05WIhvw=">AAACHHicdVDLSsNAFJ3UV62vqEs3g0WoiCEpgrpQCrpw4aKKsYU0lsl02g6dTMLMpFBC/0RwpX/iStwK/ohrJ20F6+PAMIdz7uXee4KYUals+93IzczOzS/kFwtLyyura+b6xq2MEoGJiyMWiXqAJGGUE1dRxUg9FgSFASO1oHeW+bU+EZJG/EYNYuKHqMNpm2KktNQ0zUt4Ar3r0vku3IfCv9trmkXbKtsZ4G/iWKPfLoIJqk3zo9GKcBISrjBDUnqOHSs/RUJRzMiw0EgkiRHuoQ7xNOUoJNJPR5sP4Y5WWrAdCf24giP1e0eKQikHYaArQ6S68qeXiX95XqLaR35KeZwowvF4UDthUEUwiwG2qCBYsYEmCAuqd4W4iwTCSoc1PUWQ/tQVKUYMDws6qK804P/ELVvHlnN1UKycThLLgy2wDUrAAYegAi5AFbgAgz64B4/gyXgwno0X43VcmjMmPZtgCsbbJ1wAn/g=</latexit><latexit sha1_base64="B985vILDCCfo912jRQpI05WIhvw=">AAACHHicdVDLSsNAFJ3UV62vqEs3g0WoiCEpgrpQCrpw4aKKsYU0lsl02g6dTMLMpFBC/0RwpX/iStwK/ohrJ20F6+PAMIdz7uXee4KYUals+93IzczOzS/kFwtLyyura+b6xq2MEoGJiyMWiXqAJGGUE1dRxUg9FgSFASO1oHeW+bU+EZJG/EYNYuKHqMNpm2KktNQ0zUt4Ar3r0vku3IfCv9trmkXbKtsZ4G/iWKPfLoIJqk3zo9GKcBISrjBDUnqOHSs/RUJRzMiw0EgkiRHuoQ7xNOUoJNJPR5sP4Y5WWrAdCf24giP1e0eKQikHYaArQ6S68qeXiX95XqLaR35KeZwowvF4UDthUEUwiwG2qCBYsYEmCAuqd4W4iwTCSoc1PUWQ/tQVKUYMDws6qK804P/ELVvHlnN1UKycThLLgy2wDUrAAYegAi5AFbgAgz64B4/gyXgwno0X43VcmjMmPZtgCsbbJ1wAn/g=</latexit>



Leakage and Shannon’s Cipher
Theorem (Issa-Kamath-Wagner): Let R(D) denote the rate-
distortion function for the source. If 

R < R(D),  

then the problem is infeasible. Otherwise, the min. max. 
leakage is
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Notes:

L = [R(D)� r]+
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Leakage and Shannon’s Cipher
Theorem (Issa-Kamath-Wagner): Let R(D) denote the rate-
distortion function for the source. If 

R < R(D),  

then the problem is infeasible. Otherwise, the min. max. 
leakage is

!54

Notes:
‣ Using MI instead of leakage gives same result

L = [R(D)� r]+
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Leakage and Shannon’s Cipher
Theorem (Issa-Kamath-Wagner): Let R(D) denote the rate-
distortion function for the source. If 

R < R(D),  

then the problem is infeasible. Otherwise, the min. max. 
leakage is
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Notes:
‣ Using MI instead of leakage gives same result

- Though difference in optimal schemes...

L = [R(D)� r]+
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Leakage and Shannon’s Cipher
Theorem (Issa-Kamath-Wagner): Let R(D) denote the rate-
distortion function for the source. If 

R < R(D),  

then the problem is infeasible. Otherwise, the min. max. 
leakage is

!54

Notes:
‣ Using MI instead of leakage gives same result

- Though difference in optimal schemes...
‣ Large deviations (and a.s.) result

L = [R(D)� r]+
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distortion ball around X̃n.
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Xn M 2 {0,1}nR

K 2 {0,1}nr

X̃n

5.  Generate U from Xn.

U$
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f

Eve

Xn X̂n

[side channel]

L = lim
n!� Ln

Then Ln =min
X̂n

1

n
· L(Xn ! X̂n)

subject to

1

n

nX

�=1
E[d(X�, X̂�)]  D
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Optimal scheme:
‣ Compress Xn optimally to rate R(D), then decompress.
‣ Leaks R(D) bits per symbol
‣ Deterministic but noncausal

Memoryless scheme is 
causal but suboptimal.

[cf. mutual info.]

Memoryless scheme:
X1
X2

X3

Xn

...

Channel1
Channel2
Channel3

Channeln

X̂1
X̂2

X̂3

X̂n

[quantization is 
preferable to  

“adding noise”]
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!59

Def (Issa-Kamath-Wagner):  For any metric space   ,

Theorem (Issa-Kamath-Wagner):  For any metric 
space   ,  

with equality if     has countably many points no two 
of which are contained in the same unit ball. 

LU (X!Y)  L(X!Y)
U

U

U

LU (X!Y)= s�p
U:U$X$Y

��:Pr(U2B(�))>0

log
s�p�̂(.) Pr(U 2 B(�̂(Y)))
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Extension: General Gains

!60

Def (Issa-Kamath-Wagner):  
LG(X!Y)= s�p

U:U$X$Y
g(·,·):U⇥Û 7![0,�):
s�p�̂ E[g(U,�̂)]>0

log
s�p�̂(·) E[g(U, �̂(Y))]

s�p�̂ E[g(U, �̂)]

Theorem (Issa-Kamath-Wagner): If X and Y are 
discrete, then

LG(X! Y) = L(X! Y).
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Definition: The opportunistic maximal leakage is

LO(X! Y) = logEY


s�p

U$X$Y

s�p�̃ PU|Y (�̃|y)
s�p�̃ P(�̃)

�
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Definition: The opportunistic maximal leakage is

Theorem (Issa-Wagner): For any joint distribution 
PXY on finite alphabets

LO(X! Y) = L(X! Y)
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then

L(X!Y) = log
Z
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�:ƒX(�)>0

ƒY |X(y|�) dy



Extension: General Alphabet
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Corollary (IKW):  If X and Y are jointly continuous 
then

Corollary (IKW):  If X and Y are jointly Gaussian 
then

L(X!Y) =
®
0 if X, Y indep.
� otherwise

L(X!Y) = log
Z

s�p
�:ƒX(�)>0

ƒY |X(y|�) dy
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