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Gaussian Example

•What is the benefit of having distributed observations

at Alice and Bob?
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Sum Rate Optimality

U1 p(sA|u1)
SA p(sB|sA)

SB p(sE|sB)
SE

Reversely degraded channel:

XA p(yB|xA, xE)
YB p(yE|yB, xE)

YE

XE

RP + RK ≤ I(XA; YB|XE) − I(XA; YE|XE)

+I(U1; SB) − I(U1; SE)

Degraded channel:

XA p(yE|xA, xE)
YE p(yB|yE, xE)

YB

XE

RP + RK ≤ I(U1; SB) − I(U1; SE)

Using Secret Key as One Time Pad

H(K) = RP2 + RK

RP = RP1 + RP2

RP1 = Rprivate

Private bit pipe:

Secret key K:

H(K)
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⇓
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Rpublic

Public bit pipe:•Use distributed sources

and public bit pipe to

generate key of size H(K)

by sending Wyner-Ziv

bin index at rate ∆ across

the channel.

•One-time pad the mes-

sage sent over the pub-

lic bit pipe with a key

of equal size

An Achievable Strategy

Combining these three steps we can show:

RP ≤ Rpublic + Rprivate − ∆

RP + RK ≤ Rprivate + H(K)

Secret Key Generation
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Construction:

•Quantize Sn
A and place

in Wyner-Ziv bin

•Secret key represented

by the color of the off-

set

Converting Channel into Public and Private Bit
Pipes
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•Each cell corresponds

to input Xn
A to chan-

nel

Rprivate = RP − Λ

Rpublic = RC + Λ

An Achievable Strategy

1.Convert channel into public and private bit pipes.

•Use private bit pipe to send part of the private message

2.Use part of public bit pipe and distributed sources to gen-

erate secret key

3.Use part of the secret key as one-time pad for remainder

of public bit pipe

Problem Setup

Goal:

•Alice and Bob to agree on a secret key K which is perfectly

secret from Eve

•Bob to decode private message WP which is perfectly secret

from Eve

Secret key K = g(Sn
A) has to satisfy:

•Secrecy: 1
n
I(K; Y n

E , Sn
E) → 0 as n → ∞

•Uniformity: 1
n
H(K) → 1

n
log |K| as n → ∞

•Recoverability: 1
n
H(K|Y n

B , Sn
B) → 0 as n → ∞

Private message WP has to satisfy:

•Secrecy: 1
n
I(WP ; Y n

E , Sn
E) → 0 as n → ∞

•Recoverability: 1
n
H(WP |Y

n
B , Sn

B) → ∞ as n → ∞
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p(SA, SB, SE)Resources available:

•Relay channel

•Distributed sources with

observations independent

of the channel
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