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| Motivation l

[ncreasing demand in securing (wireless) networks has recently resulted in tremendous amount of
research efforts in physical layer security. Among many other open problems, we concentrated the
following ones.

e Fundamental limits of secure transmission rates in multi-user networks
e The role of cooperation in multi-user networks to facilitate secret transmissions

In this manner, we studied one of the fundamental building blocks of multi-user networks, i.e., in-
terference channels, with security constraints. The existence of an external eavesdropper in a two-user
interference channel is assumed, where the network users would like to secure their messages from the
external eavesdropper.

| Preliminaries l

Consider random variables X and Y.

H(X) H(Y)
H(X) = The amount of randomness in X.
H(X|Y) = The amount of randomness that re-
mains in X after observing Y.
I(X;Y) = The amount of randomness that is re-
solved from X by observing Y. HX]Y) HY]X)
I(X;Y)

Note that I(X;Y) = H(X) — H(X|Y). H(X) = — > p(x)log(p(x)) for a discrete r.v. X and H(X) = — [ f(z)log(f(z))dx for a continuous
reX
r.v. X. Please refer to [4] for further information.

| Information Theoretic Secrecy - The Wiretap
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e Favesdropper observes a degraded version of the output seen by the intended receiver.
e Binning technique [1] :
Idea: Add extra randomness to the channel that can not be resolved by the eavesdropper.

- Generate 2"+ codewords, distribute them into 27 bins, where

each bin contains 2 codewords.

1 2
bin 1T T®
bin2lgle |

- To send message w, choose a codeword in the bin w randomly and
transmit the corresponding codeword denoted by x(w, w®).

- Set the rates such that R + R* < I(X;Y) and R* = I(X;Y,).
This way, receiver recovers both the bin index (w) and the codeword
index (w”). Furthermore, the eavesdropper can be confused by this
choice and the secrecy requirement can be satisfied, i.e., %] (W:Y,)
can be arbitrarily made small as n increases.

bin2"® o]  |®

e The secrecy capacity is
Cs=max I(X;Y)— I(X;Ye).
p(X)

System Model - Interference Channel with an
External Eavesdropper (IC-EE)

We assume that each transmitter k& € {1,2} has a secret message w, € Wy, = {1,2,--. 2"}
which is to be transmitted to the respective receiver in n channel uses and to be secured from the
external eavesdropper.
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The error probability at the receivers are defined as follows.

p(y17 Y2, ye|$1, $2)

1
P .= Pr {w;. # wi|(w1, wy) is transmitted.

wl,wg) EW1 X Ws
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We say that the rate tuple (R, Rs) is achievable for the IC-EE if, for any given € > 0, there exists a
secret codebook such that,

max{ P 1, Peo} <€ — reliability of the transmission
R+ Ry — %H (W1, Wa|Ye) = %I(Wl, W9, Ye) < e — secrecy of the transmission

for sufficiently large n. The secrecy capacity region is the closure of the set of all achievable rate pairs
(R1, R9) and is denoted as CICEE

| Proposed Scheme to Secure 1C-EE l

The proposed scheme allows for cooperation in adding randomness to the channel in two ways:

e Cooperative binning —— To add structured and decodable randomness

e Cooperative channel prefixing — To add unstructured and undecodable randomness

Here, the binning technique of [1] and the channel prefixing technique of 5] are cooperatively exploited.
The proposed scheme also utilizes the message-splitting technique of [3] to allow partial decoding of

the interfering signals.
Consider auxiliary random variables @), C1, S1,01,Co, 59, and Oy. Let P be the set of all joint
distributions of the random variables ), C1, 51, O1, C9, So, O9, X1, X9, Y7, Y5, and Y, that factors

aS

p(q, c1, 51,01, €2, 52,02, %1, 2, Y1, Y2, Ye) = P(q)p(c1|q)p(s1|q)p(o1]q)p(c2lq)p(s2lq)p(o2]q)
p(z1|cy, s1,01, @)p(xa|ca, 52,09, Q)p(y1, Y2, Ye|T1, 2).

Here, the variable @) serves as a time-sharing parameter (See, for example, [3,4|). The roles of the
other auxilary random variables and the proposed encoder architecture are given below. To ease the
presentation, we define

T2 C,Th= 51, T3 2 01, Ty = Cy, T = 5o, T = O,

and corresponding rates Ry, and RY,. We also define Ts £ {T;|i € S}.

Random | Codebook Function
Variable Type
Cy Binning code-| Common information of Encoder k

book with rates|transmitter k&, will be

Re, and ng decoded at both receivers - % mn”f(;jj;b“kjw we,)
Si Binning code- | Self information of transmit- Shming codebook) i (ws, , wS WChannel prefixing
book with rates|ter k, will be decoded at re- q 4 plsel)) ) p(xi|ck, s, ok, q)
Rg, and ng ceiver k and considered as ﬁandom codebook
noise at receiver {1,2} — k ploxla) )
Oy Random code-| Other information of trans-
book with rate|mitter k&, will be decoded at
o receiver {1,2} — k and con-

sidered as noise at receiver k

Definition: For a given joint distribution p, R1(p) is the
get of all tuples (Rey, B¢, Rs,, RS, Rey, Ré,, Rp,) satisfy-

Receiver 1 can decode the tuple ing
(Wey, WE,, Wsy, W, Wey, W, wh, ), if - the  correspond-
ing rates are inside the region Ri(p).

> Ry + Rf, < I(Ts; Y1|Tse, Q),¥S C {1,2,4,6}.
€S

Definition: For a given joint distribution p, Ro(p) is the
get of all tuples (Re,, R¢,, Rs,, RS, Rey, Ré,, Rp, ) satisfy-

Receiver 2 can decode the tuple
(Wey, WE, Wsy, WS, Wey, W, wg ), if - the  correspond- ng
ing rates are inside the region Ra(p).
Y Ry + Ri, < I(Ts; Y| Tse, Q),¥S € {1,3,4,5}.
€S

For the eavesdropper, we would like to set the rates

such that the eavesdropper can decode the codeword in-

dices (w§ , wé ,wh , wh,, ws ,ws,) given the bin indices

1 1 1 2 2 2

(wey, wg,, Wey, ws,). With this construction, similar to [1], Z Ry, < I(Ts;Ye|Tse,Q),VS G {1,---,6},

the secrecy constraint can be satisfied if the corresponding €5

rates are chosen inside the region R.(p). Z Ry, = I(Th, T3, T3, Ty, Ts, Ts; Ye | Q).
i€{1,2,3.4,5,6}

i i T i

To sum up, we would like to set the rates to satisty above three rate regions.
Definition: For a given joint distribution p, R(p) is the closure of all (R, R9) satisfying

Ry = RC'1 —|—R51,

Ry = R02 —|—R52,
(RC'pRaCj’laRSpRglaRCw %2’ 362) = Rl(p),
(RCQ>R%27R527R§’27R017 aCj’la aél) RQ(}?),

<
( acj’la gla :617 Cg’za :§27 362) ~ Re(p)

Definition: For a given joint distribution p, R.(p) is the
set of all tuples (R¢. , RS, Ry, R, , Rs,, R, ) satisfying

On the Role of Cooperation in Interference Channels for Physical Layer Secrecy

We now state the main result. The achievable secrecy rate region using the cooperative binning and

channel prefixing scheme is as follows.

Theorem: RI“FE 2 the closure of { g R(p)} c CIG-EE
peP

| The Gaussian IC-EE and Simulation Results l

The Gaussian IC-EE
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e Power constrained inputs: %XkXZ < P, for k=1,2.

e The auxilary random variables are chosen according to Gaussian distribution: p(crlq) ~
N0, Pey(q)), p(sgla) ~ N0, Ps,(q)), and p(og|q) ~ N(0, Po,(q));

e Channel prefixing is utilized by adding i.i.d. noise samples to the channel: Jamming.

- Generate n-tuple ji, where each entry is chosen i.id. p(jilq) ~

Ck(wC 7wa )
2" Channel prefixing

é )

- Add ji to the sum of the codewords (superposition).

- Powers are chosen to satisfy the power constraints: S k<w S}k : wgk PN . Xk»
—— U j\/
\PUk|q) = Ji

N7 (Pey(a) + Ps,(q) + Po,(a) + Py (0)) p(Q = ¢) < P,

J
qeQ O (wx )

- The sequence j; can only be considered as noise for the receivers
and the eavesdropper.

e Simulation results (4 subregions of the achievable rate region) for the Gaussian [C-EE:

- Ry: Utilizes C, Cy, Ji, Jo. This is an example of Cooperative
binning and channel prefixing scheme. " | | | | T —=

— F(1 (no cp)
——R,
—— R2 (no cp)

0.3

- Ri(no cp): Utilizes C, Cs. No channel prefixing (no c¢p). This is
an example of Cooperative binning scheme.

0.25

0.2

- Ry: Utilizes QQ, Si, So, Ji, Jo. @) is chosen as a Bernoulli random
variable p(q = 0) = p(q = 1) = 0.5 to implement time-division with
two slots. For ¢ = 1, Sy, Jy, Jo are used; and for ¢ = 2, Sy, Ji, Jo o1l
are used. This is called as Cooperative TDMA scheme, where
a user helps to the other one by jamming the channel.

R2 (bps)

0.15

0.05F

|

1 1 1 1 1
0 0.1 0.2 0.3 0.4 05 0.6 0.7

- Ro(no cp): Utilizes @, S1, So. @ is chosen as above. For g = 1, R, (ops)

0

5118 used; and for ¢ = 2, Sz is used. This is conventional TDMA  giyulation Results for the Caussian IC-EE with

scheme, where a user is silent during the dedicated slot of the other 6=19b=1¢=09d=16 P, =P, = 10.

user.
| Conclusions l

e Cooperative binning and channel prefixing is proposed to cooperatively add randomness to the
channel.

e Jamming the channel by exploiting the channel prefixing technique.

e Users add sufficient amount of randomness.
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