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o Let M ={1,..., m}.

o Xij =X, 1<i<j<m, and X;; ~ unif. {0,1}%.

o X,;. 1 <i<j<m are mutually independent.

. A‘;',' = {}f”. J

€ M\{i}} with di =37, ei; bits.

Perfect Secret Key Generation for a PIN Model 3
Theorem 1: The perfect SK capacity for a set of terminals A € M is

C(A) = Z eij — OMN(A)
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foreach BC M, B2 A, ¥ ,cp Ri> (Z:.jEB eij)

Furthermore, this perfect SK capacity can be achieved with linear noninteractive

communication.
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Objective: The terminals in a given A C M wish to generate a perfect secret key
with the cooperation of the remaining terminals.
Perfect Secret Key (SK): A random variable K with values in K™ is a perfect
SK for a set of terminals A, achievable with communication F if

o PriK™ =K; ic A} =1 (*common randomuness”)
o [[KMAF) =0
o H(K™) = log |K™)|,

The largest rate of such a perfect SK for A, achievable with suitable communication,

(“secrecy™)

(“uniformity™).

is the perfect SK capacity C'(A) £ liminf, ,l' log |K()].
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8= 0 i ) (undirected graph with no selfloop but with

_ (10,0 ,...,1110) possibly multiple edges between any vertex
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’ . . . . .
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Maximal Steiner Tree Packing and Perfect SK Generation s

’ N

e For A C M, a Steiner tree of G is a subgraph of G which is a tree whose vertex
set contains A. For the special case of A = M, a Steiner tree of G is also a
spanning tree of G.

e A Steiner tree packing of G is any collection of edge-disjoint Steiner trees of G.

Let (A, G) denote the maximum size of such a packing.
Proposition 2: For every AC M ={1,..., m}, it holds that
1 (n)y <« O
sup —p(A,G\"") < C(A4),
n I

where C'(A) is the perfect SK capacity of the PIN model associated with the

multigraph G. Equality holds for the special case of A = M
Maximal Steiner Tree Packing of the multigraph associated with a PIN model leads to an efficient

scheme for perfect SK generation using LDPC codes for the communication.
The scheme is achieving the perfect SK capacity when all the terminals seek the perfect SK !
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