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On Secrecy Capacity per Unit Cost

The concept of secroey axpacity per wwit oosi
15 énfroduced in the corfesl of widebend secrecy
eommunication. For degraded wirelap channels, 2
the secrrey enperity per wnil cost wmith o zern-cosl
snput leiler, whersas for generel wirelay channels,
toe provide upper and lower bownds on the secreey
enparily per und post. Also, we prove that Geussien
noise is the worst addilive af the legifimale receiver
Jfor Gaussien wirstsp channels.

Shannon, Wyner & Verdu

Shannon: (Classical model)
vaie — (ffrefiable bits)/(fchannel uses)

. | 2
nwm:;;b(ze)sﬂ

For s DMC: C(f) = wmp I(X;Y)
BRI <A

Wyner: (Bandlimited secrecy)
Secrecy coparily cost funciion for ¢ DMC:
G.(f)= sup [I(X;Y)— I(X;Z)|
Efe{x)]<p

Verd(: (Wideband communication)
Energy is the most smporiani resource.

5 _ #reliabic bits
Raie per unit enst = il
Capacity per unit cost for o DMC:

C= lm,E,C'(ﬂ)

B
In the case of a“Serv-cost” inpul lelter;

D Pyx—clBrx=a}

b(0)=0, 0= sup )

Degraded Wiretap Channel

W | X"
e |

Theorem 1

The serroey enparily per unit aost Gy of the statienary wirsing

channel, with X — Y 3 Z, with zero-cost input Latter, is given by:
D P Xz || P xmt)} — D (P X[ Patports)

G, =

i =)

proof:

Achimmabilily:

Fignaliing sck -Random. § ng goer ortiogonal cndes.
opn... 0 affemage W = {1,2,..., M}

i Q00...0 M eFarh codevoord covresponds
goo... 8 to & matriz of siee MMy xn
oo, .. 80 «The rows of the codeword

=tgon...8 malrices ore grouped into
god.. .0 M bins.
g08...0 BEncoding
XXX...X T send the W™ message, randomiy clicose &
BO00. .. 8| it W bin ond send (X,...,X) in thai
G00...0 wupend(,..0)inthe other rows.

Sad G008, .. 0  akfessage encoded in the position of the
geo. . _ & BOR-ZETE TOUL

o i wﬂ_ 'hmidh'-

Dernding: bincrg hypothesis testing on ach of the romns to decide
on the posilion of the non-zero vyow

Performance iceling: using Siein’s lemma, we con show that:
= [ ool Prix—alfrix—)] at keyitoacde recsoer

Pefft,—0) (5.2 = m[—ﬂD(ﬁlI:—IPs:-n)] st esveradropper

# Decwding at the legitimeir rereiver : Hlﬁéup{lm(l’ylx_|u}|x_¢)]

 Becrecy af enveadropper : My = expni{Enx_ 1P o)l

# An achieosble serrecy per il coaf, =

R = lel I Byt | Fir| 3ot} — EX Py | Py xm0)
=) =}

The converve:
Appliration of date processing ineguality for divergence.

General Wiretap Channel

Csiszar & Kdrner: (Secure broadcasting)
Cf)= wmp [HIKY)-KU;Z)
U= X—{¥, 2}
ER{X)}<P

Theorem 2

The scorery capecily per unit cost C, of the siakionary
wiretap chennel, with e zern-cost inpul Eier “9°
is bounded from ebooe as:

Py o | P ol m0) — DX Pt s | P o)

G, < mp
X b(z)
Jor ang Py xx such that Fyr — Frand Py = Fy.

proof:
Using a fichitions degradad wirsiap channel, end using
£ Sako iype wpper bound

Theorem 3

The scerery copecily per wiit cost Ca of ihe sialionary
wirelap chiannel, with & zero-cost input letier "H9°
is boundnd from below as:

(P || Byjxmo) — DX Pzl Pajx=o)

oG B

proof:

Using same fooistaps as those for the achizoabiily
in theoram I, bl with foriher rondomdedion of prlse
shape, aot only pulse posétion.
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General wireinp chiomel (X, (Y, Z), P mx}

» Cost fanckion: b{0) =10 , ¥I) =1
» Uaing rondoosisation of pasttion:

HPrixa||Prix—a) — D{FxjxlPriz—o) = L0012
= ireg vervdominstion. of pasition and shape, with (1. 1) distrdolion:

D{E 1Py |xmo) — PPk Eiprmo) =2 10003

Lonclarion: Fosition rendomiziion » sboyiinal

Worst Noise Result

Adsitine (Tansien wireisp chenaal
M s ver{Mi)} = o}
x _ ¥Y-X1MN
P EmX+M+ M
Ny e A0, )

w Ny ond N & tndependenl
a If Ny ~ N(ll,07) fio secrecy copacity por mnit cost i
S |
NG CET )
w I Ny i rom Gomswian, thon meing Fihor irformtion. inogsaiiy
gxl
= 2afoT el

hnchoaion- Guocaisn & fhe soral adifiior modet for lagtiinaks retianr.

The muztnvon nember of secured bifs per wndl enengy wor
absirmrciad by Sbrodaring the concept of sacyrecy copacily per
uRil cost Emmwmmm
with o cmslont palse shape acficecs the seovry capocily per
wnit tost for the degrnded cnse, whils in ths genaml cace,

& further rondomiztion of the pulse shape con Bmprove Ge

achiemndle servery mde per il cosk




