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Gaussian MIMO Multi-receiver Wiretap Channel
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where {N }_, Nz are Gaussian random vectors with covariance matrices | Xy I"‘ Xz,
respectively.

» The channel input X is subject to a covariance constraint £ [XXT] <8,

» Secrecy is mmposed by the following conditions
lim N S(WRZ") =0, ¥5(F)
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where §(F) denotes any subset of { Wy, W]
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« In particular, the secrecy capacity region of the | multi-receiver wiretap channel is
given as follows
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where Uy =X, Uy = ¢ annd the wmion is over all probability distributions of the form
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* We now evaluate this region for the Cianssian MIMO mulii-receiver wiretap channel,

e find the optimal joint distribution for (X, 05,

— Jointly Gaussian (X, 05, ... L) is optimal.

* Given the covarianee matrices (KelS, such that T5_, Ki = 5, we define the following rtes
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fork=1,... K where n{-} is a one-to-ome permutation on {1,... K

W define the following region:
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where the union is over all positive semi-definite matrices { K}, that satisfy ¥
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® Main result
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® Achievability of this region is immediate from Theorem 2:

Jointly Gaussian (X, L5, ... Uy | exhausts this region

The desired bound on i

* We first use Theorem 2:

Ry < U1 Y2) = HUnZ) )y
[fX:¥2) -0 1] - XY L) (2}
wharsa the equaliry is due to the chain mle and the Markov chain L - X
# The expression in the first bracket of (2] is

TX:Y:) = NX:Z) = hi "I—MZI—%IU;% (3)

& The difference of differential entropies in (3) is maximized by a Gaussian X as shown
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where N is Ganssian with covariance matrix Xz
in (4) comes from Lemma 1.

and indepandant of X, N;. Inaquality

An Outlook for the l’l‘ouri

« We identify two sub-classes of our channel model:

| channel:

¥ amid Hy =1
= By = Bz, ie. we have the Markov chain

X—Y¥)—..—=Yg—Z

s Hy=1, k=1,...

and Hz =1
No order among noise covariance matrices
& Proof consists of tliree steps
— We first find the secrecy capacity region for the case

Secondly, we obtain the sacracy capacity ragion for the al

« Weuse channel enfrancement and the capazity result for the easa

= Finally. we establish the secrecy capacity
argument with the capacity result for the

jon of the peneral case by using some limiting
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& Main contribation is the way we solve the case, which will be outlined he

Background for Proof of Theorem 3 |

o The worst additive noise lenuia

Lemma 1 Lef N be a Goussian random vector with covariance matvix X, and Ky be a

paositive semf-definite mativ. Consider the following eptimization problem,
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& Proof of Theorem 4 ¢an be found in our jourmal

« Plugging (5] into (3) yields
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» We now consider the expression in the second bracket of (2) by nsing Theorem 4.
e According to Theorem 4, for any admissible b, there exists a K* such that
]
which is equivalent to
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& Thus, using (6) and (8) in (2). we get
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which is the desired bound on &3 given in Theorem 3.
* We use Theorsm 2
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= We next bound the difference of conditional differential entropies in (10) by using Theorem 4.
& Theorem 4 states that for any admissible (275, X). there exists a matrix K* such thal it satisfies
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which is the desired bound on &) given in Theorem 3




